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1 — Introduction

pbsControl company developed DNP3 Master/Slave driver for BECKHOFF CX
Series Controllers. DNP3 Driver is compatible with WinCE5.0, WinCE6.0 and
Win32 .Please refer to www.beckhoff.com for detail information about CX Series

Controllers.

DNP3 Driver is developed by C Language and gets small resources of Controller.
So it is running smoothly on CX8000 and CX9000 controllers.

For technical support please contact kb@pbscontrol.com

Driver license is linked to MACID of controller. Driver is running for 30 min
without license as demo purpose. For each Controller you need to purchase
separate license. License files for Slave and Master are separate.

Driver is tested with TwinCat 2 and TwinCat 3.

www.pbscontrol.com
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2 — Driver Structure and installation

DNP3 Driver has following components:

- Configurator utility which is running on windows operating system.
Configurator is developed by DotNet4. So you need to have DotNet 4
runtime engine on Configuration PC. (pbsWin32DNP3SCfg.exe)

- DNP3 Runtime kernel is running on CX9000/CX8000/CX1000 Controllers.
(pbsBecDNP3SV3.exe) .Runtime kernel is developed by C for
WindowsCE/win32 operating system and should run in CX Controller.
Runtime Kernel is communicating with Twincat Kernel With ADS protocol
for reading/Writing TwinCat variables and from the other side is
communicating with DNP3 Master/Slave Driver.

SCADA
Master

TwinCat Engineering
pbsWin32DNP3S5Cfg.exe

DNP3
CX9000/8000 controller Over

TCP/RS232

TCP/IP TwinCat = pbsBecD
Kernel 7 NP3S.exe

Download DNP3 Slave Configurator utility from www.pbscontrol.com and

unzip it at any path in configuration PC.

www.pbscontrol.com
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You can see following files:

| dw phs\Yin3ZDMPICHg |
%] Janus Mdindows, ULw4.dll

| %) Janus Mindows Grid EX w4, dll
%] Janus Mdindows FilterEditarsed.dll

&) JanusMdindows. Camman.wd.dil
|%| Janus Dataswddll

) TurinCAT Ads.dll

- pbsWin32DNP3SCfg.exe main utility for DNP3 slave Configuration.

- JanusXXXX user interface library ( MUST be here)

- TwinCat.Ads.dll TwinCat Library for reading tags from CX Controller ( MUST
be here)

Download and unzip runtime kernel for CX9000/8000/1000/Win32 from
www.pbscontrol.com

Make a new directory at CX controller and copy runtime kernel to this
directory.

%] atlce300.dIl

.__31’ drpscnfg.ml

| GenbdaclD.exe
A TaskMagr_arm.exe
B phsBecDMPIST. exe
%] phsDNPMCe.dIl
7] phsDnpSCey3.dil
|:] Readmmetxt

D sqllog.dhb

4] TeadsDICe.dIl
%] TeSeriptCe.dll

Put pbsBecDNP3sV3.exe at WinCE Startup. Search “Automatic Start of CE
Applications” in Beckhoff Information system.

www.pbscontrol.com
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For win32 runtime kernel put pbsBecDNP3SWin32V3.exe kernel at windows
auto startup folder.

For proper running of kernel you should have following files at root of driver
folder :

- pbsBecDnp3sV3.exe main application
- pbsDnpMCe.dll DNP3 Master library
- pbsDnpSCeV3.dll DNP3 Slave Library

- dnpscfg.xml configuration file .

other folders are made automatically based on your configuration on the RTU by
pbsBecDnp3sv3.exe application .

Run “Beckhoff CX Configuration Tool” inside controller and do following settings
at FTP tab:

Server Active: checked

Allow anonymous: checked

Allow anonymous upload: checked

Use Authentication: Uncheck

Default Directory: Set to DNP3 slave runtime kernel directory

Restart controller. Now you are ready for DNP3 configuration.

www.pbscontrol.com
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File View

F sl = O

Beckhoff CX Configuration Tool

IGeneraI IPJ-XS Cantral I Display Settings | FTP I TwinCAT Settings IFirewaII I Miscellaneous |

SEED SO Allow anonymoLs Allony anonyrnous i Allowe anonyrmous

Lipload Wroots

] Kfﬁhentication Default Directory : |‘;Hard Disk?\ frph,

MTLM User | Enahled |
auest X

| Cancel | | Apply |

Mstart | fin |2 control Panel  |[Backhaff cx corfi.. | 6B &L ) 12:00 P 1[G

We are using FTP for transferring Configuration and license file to controller. If
you transfer configuration and license files by simple copy /Paste, it will work.

Dnpsil : first instance of DNP3 slave driver .
Dnpsi2 : second instance of DNP3 slave driver .
Dnpsi7 : seventh instance of DNP3 slave driver .

You can configure maximum 7 dnps slave instance on CX controller for
communication with 7 DNP3 Master Software at the same time.

Dnpscfg.xml is configuration file which is making by configurator utility.if you
want to copy /paste configuration file manually , you need to change name of
your configuration ( which is made by pbsWin32DNP3SCfg.exe) to dnpscfg.xml

License.lic driver license file which is linked to mac ID of controller. Without
license file, driver will work for 30 Min for test and demonstration.

Licensem.lic license file for DNP3 Master Driver.

www.pbscontrol.com
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You can easily transfer files and Edit files by Filezilla client and Notepad++
utility. Please download and install them on Eng PC.

Using FileZilla

You can use FileZilla client utility to explore and edit RTU Files and directories.

Download filezilla from https://filezilla-project.org/

Run filezilla client you will see following page :

[ root@192.162.233.136 - FileZilla - x
File Edit “iew Transfer Server Bookmarks Help

HErEMTRI Ok L Tass
Hosti| 192168293136 | Username: | raot | Password: [ seeessesane | pa| | -

Status:  Directary listing of "/roat® successful ~
Status:  Retrieving directory listing of "/"..
Status: Directany listing of "/ successful
v
Local site: | CAPIP2012vpbsSoftlogichPSLE argetiphs 2008RTLIVZRCE v | Remote site: | / -
pbs2008RTLVZRCE ~ =07 ~
pbs2008RTLV2RCE 1 2. bin
pbs2008RTLIVZRCE 2 2 boot
pbs2008Update 2 dew
unol1110 ? et
Linw®TU 2 home
Termp 2 initrdimg v
Timezane
e Filename Filesize  Filetype Last modified "
iy L |
WSLE v bin File folder  12/2/2016 2:07:00 &M
boot File folder 12/2/2016 2:10:00 A
Filename Flesize  Filetype = [ 3 aev File folder  1/11/2017 12:52:00 FM
" ete File folder  1/11/2017 12:52:00 P
gspdata File folder horme File folder  12/20/2016 6:43:00 PM
pbsLx File folder o ivitrd.img File folder  12/2/2016 1:53:00 &M
saldy File folder lib File folder  12/2/2016 2:13:00 &M
salsynclog File folder Iost +faund File folder  12/2/2016 1:52:00 &M
| sqisynclogi File folder media File folder — 12/2/2016 1:52:00 AM
|1 Chat-Module-UCT5-connect 190 File rant File folder  12/17/2016 4:56:00 AM
| Tinterfaces.cefautt 698 DEFALLTFile opt Filefolder  12/2/2016 1520080 v
< > < >
#files and 5 directories, Total size: 1,208 bytes 21 directaries
ServerfLocal file Direction Remote file Size Priority Staty
< >

Queued files | Failed transfers | Successful transfers

WO Queus empty ee

= O M B2 B ® < B E ® @ & J ~ ENG %06AM [

Type RTU IP at host field. Type root and root password in user name and
password fields .for beckhoff RTU put user name and password blank and just
click on quickconnect button .

RTU directories are showing at right panels and your PC directories at left s
panels.
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By default Filezilla is showing CX FTP folder that is set before to DNP kernel
folder atright panel.

Filenarme - Filesize  Filetype

Lo dnpsil File folder

|| dnpscfg.aml 21411 XML File

B pbsBecDMPISV3. exe 39936 Application

/%] pbsDNPMCe.dll 621,568 Application ext...
|%| pbsDnpSCeV3.dll 181,248 Application ext...
| |Readmetxt 316 TXT File

|%| =gllog.db 17408 Data Base File

Note : for transferring files between Windows and Linux /WinCE Systems, always
set Transfer File Type to Binary. you can find this option in Edit Menu , Setting
menu and Transfers Segment .

Settings x
Select page: Default transfer type:
=- C_onnection () ko

- FTP O ascll
Active mode @Binar}a
assive mode
----- FTP Prosy Automatic file type classification

FTP . Treat the following filetypes as ASCI files:
. ine”c Py am ~ If wou enter the wrong filetypes, those files may get
Erans ers corrupted when transferred,

ile Types asp Add

E

“ File exists action bat
= Interface c Remove
i Themes cfm
ateftime forrmat cqi
ilesize format conf

ile lists rhn ¥
- Language [ Treat files without extension as ASCI file
(=1 F!Ie editing [ Treat dotfiles as ASCI files
i Filetype associations Dotfiles are filenames starting with a dot, e.g. .htaccess
- Updates
. Logging
- Debug
QK
Cancel

By default it is set to “Auto” that is damaging Linux files at transfer time from
Windows to RTU.

www.pbscontrol.com Page 11
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For editing RTU configuration files in windows you need to use NotePad++ Editor
to not damage Text file format when transfer to windows System .

Install NotePad++ utility from https://notepad-plus-plus.org/

At first time that you View/Edit any Linux Configuration file , Filezilla will ask you
for Custom Editor .

In this Stage set Nodepad++ as default editor in Filezilla . This will change File
Editing Option in Setting page as following :

Settings x
Select page: Filetype associations
=- C_Dnnection [ Inkerit systern's filetype associations
- FTP

Custarmn filetype associations:
Active mode

local CMaotepad + +hnotepad + +.EXE
sh C\Motepad + +\notepad++ EXE
~ FTP Progy J C\Motepad++inotepad++.EXE

i SFTR

L Generic prosy
=- Transfers

File Types

.. File exists action
=- Interface
E----Themes

Passive mode

Date/time format
Filesize format

- File lists
Language

- Updates

Logging
. Debug Format: Extension followed by properly quoted cormmand and argurnents,
Example: png "ci\program files\wieweriwiewer.exe” -open
Ok
Cancel
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3- Driver Configuration (Slave)

Run pbsWin32DNP3SCfg.exe utility. You will see following page:

= DNP3 Master/Slave configurator for Beckhoff CX controller Ver 3.0.0 RC22 - m} X
Controller DNP Slave DNP Master About

192.168.3.127

Set CX controller IP address and AMS netID for communication
with CX Controller. IP address is using for transferring
configuration file to controller by FTP and AMS netID is used for
reading twinCat Tags from controller.

TC PLC Port number : TwinCat Port number for communication.
For TC Version 2, use 801 and for TwinCat Version 3 use 851 .

www.pbscontrol.com Page 13
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Master Enable :for Enabling DNP3 Master Driver . If DNP3
Master is Enable you need to have License file for Master Driver
. “Licensem.lic” otherwise kernel will stop after 30 Min

Use UTC :Time zone of DNP3 Master and CX controller should
be same or both using UTC . Otherwise you will not get events
and only classO tags ( current value of tags without time label)
will move to DNP3 Master .

Start Kernel with Delay( Sec) : When Driver is starting , it will
wait for this time ( normally considered for proper loading of
TwinCat Kernel) before connect to TwinCat Kernel .

TC Write Change Signals every msec to DNP3 Kernel : This
parameter shows TwinCat time resolution for writing changes
to DNP3 Kernel .

Master RS485 Gateway Mode: RS485 Gateway Mode is used for
multi drop RS485 master driver. Please refer to DNP Master
configuration for detail information.

DNP Slave Configuration:

You can connect CX RTU to 7 master SCADA at the same time.
For each Instance you can set following parameters. First
Instance (Slavel) is always enabling. But you can
Enable/Disable other instances. Select DNP Slave Tab. you will
see following page:

www.pbscontrol.com Page 14
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o OMP3 Master/Slave configurator for Beckhoff X contraller Ver 3.0.0 RC23

File

Controller DNP Slave DMP Master About

Slave2 Slave3 Slaved

Physical Layer

Slaveb Slaveb Slave? Digital -Vanations Analog Yanations

Tags

Diagnostic
TCP M Disable -
Serial Port 1
B audrate 19200
TCF Port 20000
Master Address 1
CX Slave Address 3
Master IP Address
Max Application Frame size 1024
SBO Timeout[Sec] o
Link Status [ Sec] 0 0 = Disable
Close-Trip Mode CloseTnp in Differnet Address -
Class 0 Qualifire 0x28 -

Select physical layer TCP or RS232. You can select TCP or RS232
for each instance.

Serial Port: Port Number for communication in RS232 Mode
.No affect in TCP Mode.

Baudrate : communication Baud Rate for RS232 Mode.

www.pbscontrol.com Page 15
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TCP Port : TCP Communication port number for TCP Port. By
Default DNP3 port number is 20000.you should set different
TCP Port number for each DNP Slave driver .

Master Address: DNP3 master SCADA address .Ask from master
SCADA Administrator.

CX Slave address: DNP3 slave Address for CX Controller.

Master IP Address: DNP3 master SCADA IP address . If set to
blank any IP can be connect to RTU .

Maximum application Frame size: Based on DNP3 protocol,
maximum application frame size is 2048 bytes, but some
masters could not handle 2048 bytes. Ask Master SCADA
administrator for this parameter. We advise to use fewer values
than maximum application frame size for this parameter. For
example if Master supports 1024 bytes as maximum application
frame size, set 1000 for this parameter. From version 3.RC23
Multi fragment application layer is supported and by default
DNP Slave driver can transfer up to 2048 DNP Tags

SBO timeout (Sec): select before Operation time out for AOB
and DOB tags.

Link Status (sec): This parameter is used in TCP /RS232 Mode. If
master is not sending any request to RTU before No
Communication timeout, then DNP3 driver will close
connection and wait for a new master SCADA Connection. Link
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Status is linked to keep alive timer in master SCADA. Suppose
Keep alive timer is 60 sec in master SCADA, then Master SCADA
will send Link status command to RTU every 60 sec .In DNP3
slave driver you should set Link Status more than keep alive
timer .For above sample you can set 80 sec.

If Link Status is set to O, Link Status functionality is disabling and
DNP3 Driver is not checking master communication request
timeout.

Diagnostic : If you want to see DNP Frame on Beckhoff Screen
for diagnostic purpose , you can use this parameter . you can
see physical layer , Data Link Layer , Transport Layer and
application layer messages by this parameter . Set this
Parameter to disable in normal operation of RTU.

Close =Trip Mode : When DNP Master Send Trip or close
command to RTU , for protection purpose , you can consider
separate  Digital Output Commands for Close and Trip
operation . When you use different address for close —trip
commands , then DNP slave driver is only accept Close
command on even DNP Address and Trip on Odd DNP Address .

At Close-Trip in Same Address Mode , DNP Slave driver is not
checking Even or Odd for DNP Address . So Master can send
Trip and close command on Same DNP3 Address .

www.pbscontrol.com Page 17
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ClassO Qualifier:  You can Set DNP3 Qualifier for answering to
classO by this option. This is used only for classO reading .

Qualifier 0x00 : one byte is used for start address , one byte is
used for end address and after that Group Data with variation
without address is transferred . For example suppose RTU
wants to transfer 10 DI from address 100 to 110 by Q 0x00 ,
then data will transfer as following :

1-2-100 — 110- DI Value 100 - ...... DIValuel10
In this mode , there is no any address with Data Points .

For Q 0x00 because one byte is considered for point address ,
so you can only transfer tags with dnp address less than 255 .

Qualifier Ox01 :Two bytes is used for start address , two bytes
is used for end address and after that Group Data with
variation without address is transferred . For example suppose
RTU wants to transfer 10 DI from address 100 to 110 by Q
0x01, then data will transfer as following :

1-2-100-0-110-0-DI Value 100 - ...... DIValuel10
In this mode , there is no any address with Data Points .

For Q 0x01 because two bytes is considered for point address,
so you can transfer tags address up to DNP Standard ( 65535)
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Qualifier 0x17 : one byte is used for Number of Tags , and
each data point has one byte for DNP Address . For example
suppose RTU wants to transfer 10 DI from address 100 to 110
by Q 0x17 , then data will transfer as following :

1-2-10-100- DI Value 100 -101- DI Value 101- ... -110-
DIValuell0

Qualifier 0x28 : two bytes is used for Number of Tags , and
each data point has two bytes for DNP Address . For example
suppose RTU wants to transfer 10 DI from address 100 to 110
by Q 0x17, then data will transfer as following :

1-2-10-0-100-0- DI Value 100 -101-0- DI Value 101- ...... -110-0-
DIValuel10

Note : if your DNP address are in different range it is better to
use Q Ox17 or Ox28 .

If you have different address range for Tags and you must use
QOx00 or 0x01 then DNP Slave driver is automatically detected
tags with same address range and make grouping based on
tags address range .

For events only Q 0x28 is used for transferring events and
unsolicited communication .
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Basic DNP3 Concepts

Before describing Other DNP3 Slave parameters we need to
review some DNP Concepts:

In DNP3 main data types are Digital(Binary) Input, Analog
Input, Double Bit Binary Input, Counter, Frozen Counter,
Digital(Binary) Outputs Status, Analog Output Status, Digital
Output Command and Analog Output Command.

Any DNP3 Tag has current value (ClassO) and buffered value
(Class 1, 2, 3) . Based on DNP3 Standard there is no priority for
differentclass 1,2 and 3.

When a DNP3 tag has classO , it means tag value changes will
not buffer with proper time label .

When DNP3 tag has class 1, 2 or 3 , it mean tag value changes
will buffer inside RTU with proper time of change .

In DNP3 for separating Static value of tags and event value
(Buffered Data), Tag Group concepts will use.

The most common Groups are as following:
Group 1 is Static value of Digital Input Tag
Group 2 is event buffer of Digital Input Tag

Notice that these two groups refer to same DI tag. Group 1
shows current value and Group 2 shows event buffered.
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Group 3 is Double Bit Binary Input Current value
Group 4 is Event Buffer of Double Bit Binary Input.

Double Bit Binary Input from DNP3 Document:

To event queue

T Change Detected

Double-bit Binary .| Change-of-State
Input Value o Detector

Input /\T Tlnput B

Measured, obtained
or computed value

Figure 11-8—Double-bit binary input model

A double-bit binary input point is modeled as two single-bit binary inputs that are indivisibly linked
together.

The four input states are defined in Table 11-14.

Table 11-14—Double-bit binary input states

State Corresponding state if
e a single-bit binary
value State name Description . :
i input were used
(VINT2) instead

|0 INTERMEDIATE Transitioning between end conditions —

|1 DETERMINED OFF End condition, determined to be OFF 0

|2 DETERMINED ON End condition, determined to be ON 1

|3 INDETERMINATE Abnormal or custom condition —

Group 10 is Digital Output Status current value.
Group 11 is Digital Output Event Buffer.

Group 12 is Digital Output Command.

Group 20 is Counter static value.

Group 21 is Frozen Counter Static Value.
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Group 22: event buffered of Counters

Group 23: Event buffered of Frozen Counters.
Group 30 is Static value of Analog Input

Group 32 is Event Buffer of Analog Input

Group 40 is Static value of Analog Outputs Status
Group 41 is Analog Output Command.

Group 42 Event Buffer of Analog Output

Group 50 is Data Time.

Group 80 is Internal Indication.

Internal Indication Concept: at any DNP3 Frame from Slave to
master direction, There are 2 Bytes called Internal indication.
(IIN) 1IN is not in frames from Master to salve direction.

[IN definition is as following:

Index Bit Name
0 IIN1.0 BROADCAST
1 IIN1.1 CLASS_ 1 EVENTS
2 IIN1.2 CLASS 2 EVENTS
3 IIN1.3 CLASS_3_EVENTS
4 IIN1.4 NEED_TIME
5 IIN1.5 LOCAL_CONTROL
6 IIN1.6 DEVICE_TROUBLE
7 IIN1.7 DEVICE_RESTART
8 IIN2.0 NO FUNC CODE SUPPORT
9 IIN2.1 OBJECT UNKNOWN
10 IIN2.2 PARAMETER ERROR
11 IIN2.3 EVENT BUFFER OVERFLOW
12 IIN2.4 ATREADY EXECUTING
13 IIN2.5 CONFIG_CORRUPT
14 IIN2.6 RESERVED 1
15 IIN2.7 RESERVED 2
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Tag Variation : in DNP3 Master can read data from RTU by
different presentations . Suppose in first read ,master wants to
read analog Input from address 1 to 100 by 32bit format and in
second scan master read same analog input in 16 bit format .
So Variations are refer to same tag Group.

Each Group has different variations.

Group 1, Static value of Digital Input, Variation is packed
format.

7 6 5 4 3 2 1 0 < bit position

m+7 |m+6 [m+5 [m+4 [m+3 | m+2 |m+1| m
' _ States
0 0 0 n | n-l1|n2|n3 | n4
Variation 2 is with flag:
_____ 7 6 5 4 3 2 1 0 (T‘I:_)iiposition
lllll | ST| 0 | CF|LF [RF [ CL[RS |OL|  stateandflagoctet
A.2.2.2.2 Formal structure
BSTRS: Flag Octet
Bit 0: ONLINE
Bit 1: RESTART
Bit 2: COMM_LOST
Bit 3: REMOTE FORCED
Bit 4: LOCAL FORCED
Bit 5: CHATTER_FILTER
Bit 6: Reserved, always 0
Bit 7: STATE—Has a value of 0 or 1, representing the state of the physical or

logical input.
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What is concept of Default variation?

Suppose master wants to read all tags in class 1.in this query
master is not determine variation for Slave. Only master is
asking for classl tags. For this type of Master request, default
variation should be set in RTU.

For following command default variation will use:

- Master is asking for class 0 tags

- Master is asking for class 1 tags

- Master is asking for class 2 tags

- Master is asking for class 3 tags

- Master is Sending Integrity poll (IP) Means master is asking
class0, 1, 2 and 3 in one request

- Master is Sending RBE (Read Events) means Master is
asking class 1, 2 and 3 in one request. Master wants to
read only tags changes, not static value of all tags.

- Unsolicited communication. When Slave is sending tag
changes to master without master request.
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In DNP3 Configurator you can set default variation for
Slave driver from digital-variation and analog —variation

page.

= UNF A Masterd slave configurator tor Beckhoft LA controller Wer 3.UURL 12 - ] N

Controller DNF Slave DNP Master About

Slavel Slave2 Slave? Slaved Slaveh Slaveb Slaved Analog Yanations Tags

DI Tags WYariation - DNP Groupl 2-With Flags -
DI Event Tags Yanation - DNP Group2? 2-With Absolute Time -
DPI - Double Bit Tags Variation - DMNP Group3 2-With Flags -
DPI - Double Bit Event Tags Wariation - DNP Group4 2-With Absolute Time -
DO Tags Variation - DNP Group10 2-%fith Flags -
DO Event Tags Variation - DNP Groupl1 2-%fith Time -
CHT - Counter Tags Variation - DNP Group20 1-32 Bit With Flag -
CNT - Counter- Frozen Tags VYariation - DNP Group21 5-32 Bit With Flag and Time -
CHT - Counter- Event Tags Variation - DNP Group?2 5-32 Bit With Flag and Time -
CHT - Counter- Frozen - Event Tags Variation - DMP Group23  5-32 Bit With Flag and Time -
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2025

e DMNP3 MasterdSlave configurator for Beckhoff X contraller Yer 3.0.0 R215 — O x

Controller  DNP Slave DNP Master About

Slavel Slave? Slave3 Slaved Slaveb Slaveb Slave? Digital Yanations

Al Tags Yariation - DNP Group30 2-16 Bit With Flag -
Al Event Tags WYanation - DMP Group32 4-16 Bit With Time -
Fl Tags Wariation - DNP Group30 5-Floating Point with Flag -
FI Event Tags Wariation - DNP Group32 #-Floating Point with Time -
AD Tags WYanation - DNP Group40 1-32 Bit With Flag -
AD Event Tags Yanation - DNP Group42 4-16 Bit With Time -
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Reading Tags from RTU :

For Reading Tags from TC ,you should do following tasks :

- Connect and define controller to TwinCAT System
manager.

- TwinCat Runtime kernel is in runtime mode ( Not
configuration Mode)

- Write TwinCat PLC program and define DNP3 Variables.

- Compile and load twinCat Program to controller.

For reading TwinCat Tags from controller and configuration of
tags for DNP3 protocol, you should use Tags Page.

= DNP3 Master/Slave configurator for Beckhoff CX controller Ver 30.0 RCS =N = =<
Physical layer Parameters Digital Variations Analog Variations [JE%N

Active | Tag Name | Tag Comm__. | Type | Group | Group Offset | Grouplen | DNPType | DNPClass | DNPAddress | “
_DNP3_AI DINT 61488 0 4 Al 2 1
_DNP3_AI2 DINT 61488 4 4 Al 2 2
_DNP3_AI3 DINT 61488 8 4 Al 2 3
_DNP3_Al4 DINT 61488 12 4 Al 2 4
_DNP3_AIS DINT 61488 16 4 Al 2 5 |
_DNP3_AI6 DINT 61488 20 4 Al 2 6 i
_DNP3_AI7 DINT 61488 24 4 Al 2 7
_DNP3_AI8 DINT 61488 28 4 Al 2 8
_DNP3_AI9 DINT 61488 32 4 Al 2 9
_DNP3_AI10 DINT 61488 36 4 Al 2 10
DNP3_AD... DINT 61472 0 4 AOB 1 1 m
_DNP3_AD... DINT 61472 4 4 AOB 1 2
DNP3_AD... DINT 61472 3 4 AOB 1 3
DNP3_AD... DINT 61472 12 4 AOB 1 4
DNP3 CN._.. UDINT 16448 40 4 CNT 1 1
DNP3_CN._.. UDINT 16448 M 4 CNT 1 2
DNP3_CN._.. UDINT 16448 48 4 CNT 1 3
DNP3_CN._.. UDINT 16448 52 4 CNT 1 4
DNP3 CN__ UDINT 16448 56 4 CNT 1 5
DNP3_CN__ UDINT 16448 60 4 CNT 1 6
DNP3 CN._.. UDINT 16448 64 4 CNT 1 7
DNP3 CN._.. UDINT 16448 68 4 CNT 1 8
DNP3 CN._.. UDINT 16448 72 4 CNT 1 9
DNP3 CN._.. UDINT 16448 76 4 CNT 1 10
_DNP3_DI1 BOOL 61489 640 1 DI 1 1
¥ _DNP3 DI2 BOOL 61489 641 1 DI 1 2 2
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For reading tags from CX Controller, right click on Tags page
and execute read tags from controller. It will read all TwinCat
Tags from controller that start with Filter field. Because there
are many systematic tags inside CX Controllers, so it is better to
define DNP3 tags for your logic and start them with DNP3
name, then you can read just DNP3 tags by configurator and
make setting for each tag.

Important Point: you should Install TC ADS Utility in engineering
station and add Controller AMSID in to router table of
engineering station. Otherwise you will get Timeout when you
want to read tags from controller.

£ &) About TwinCAT...

Tools »
jr,- Infa Router |
&2 Lleanup System »

Change k5 Metld
| Edit Routes |

A ENG  10:02 PM

When you run Edit Routers and click on add Button you will see
following figure :
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THEE URTRE

Refresh Status Broadcast Search

Host Marme Connected  Address AMS MetId TWInCAT 05 Version Camrnent
Route Mame {Target): l:l Route Mame {Remaote): KAMIOOT420
AmshetId: l:l Target Route Remate Route
Transpork Type: TCP_IP e Lo e

(®) Static (®) 5tatic

Adiress Info: [ ] O Temporary PR

(®) Host Mame (IP Address
Connection Timeout {s): 5 3
Max Fragment Size (kByte): |0 3 Add Route Close

T

Normally it is better to set Address Info on IP Address and click
on Broadcast search as following :

Add Route Dialog

*
Enker Hosk Mame J IP: | | Refresh Status Broadcast Search
Host Mame Connected  Address AMS Mekld TwinCAT 05 Version Comment
baran-pc

<

202.1.1

3.1.40z0

Windows (1.

>

Route Mame (Target):

AmshetId:

Transpork Type: TCP_IP e

Address Info:
(") Host Mame (@ 1P Address

Connection Timeout (s):

L
Max Fragment Size (kBvte): |0

Ak| Ak

Route Mame (Remote):

Target Rouke
() Project
(®) Static

O Temparary

Add Route

EAMICOTH20
Remote Route

() Mane
(®) Static
O Temparary

Close

Click on Add Route, you need to enter User name and password
of the target with administrator right:

If route is add properly, you will see X sign in Connected part:
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" [ rpeere o e
Add Route Dialog *
Entet Host Marme [ IP: I:I Refresh Status Broadcast Search
Host Marme Connected  Address AMS NetId TwinCaT OS5 Yersion Comment
baran-pc S 192,1658.1.202 192.1658.1.202.1.1 3.1.4020 Windows (1...
< >

Route Mame (Target): Route Mame (Remate): KAMIOOT420
AmshetId: 192.168.1.202.1.1 Targek Route Remate Route

Transport Type: TCP_IP ~ Oproject (O Mone
(®) Static (®) Static
Address Info: 192.168,1.202 W Tempaem O Temporary

(O Host Mame (@) IP Address

Connection Timeout (s} =1 =
Max Fragment Size (kByte): |0 o Add Route Close

Now you can run DNP3 Configurator and read tags from
Controller .
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DNP3 Tag Type: We support following types:

- DI : Digital input Read By Master with different variations ,
DNP Groupl, 2

- Al : Analog input Read By Master with different variations,
DNP Group 30,31,32,33

- CNT : Counter Read By Master with different variations
DNP Group 20,21,22,23

- Fl: Float Input : DNP Group 32, Variation 5

- DOB : Digital Output Block Write by master with different
mode DNP Group 12,13

- AOB : Analog Output Block Write by master with different
mode , DNP Group 41

- DO : DO Status Read By Master with different variations,
DNP Group 10,11

- AO : AO Status Read By Master with different variations,
DNP Group 40

- DPI: Double Bit Binary Read By Master with different
variations , DNP Group 3,4

- FOB : Float Output Block , Group 41

- SYS: System Tag for monitoring Master Connection status
for TCP connection. When you have two master, first SYS
tag will link to first driver instance and second SYS tag will
link to second driver instance.SYS Tags are using same DNP
Address Space like AOB Tags . So you should not have any
AOB Tags with Same DNP Address for SYS Tags .
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- WDT: System Tag for making watch dog signal for TwinCat
runtime.

Class: Based on DNP3 Standard we have class 0,1,2,3

Class 0 means current value of tags without event buffering. So
if you put class O for a tag, RTU is not buffering tag changes
and every time master read tag, RTU will send current value .

Class 1,2,3 there is no different or priority between different
classes. So if you put class 1,2,3 for a tag RTU will buffer all tag
changes with time and will report to Master SCADA .

There is a cyclic buffer with 10,000 events for each DNP Type in
RTU.

Address: DNP3 tag address. Al and Fl are using same address
range.

DNP3 function codes which are implemented:

- Readclass 0,1,2,3

- Integrity command

- Read Event by exception ( RBE)

- Time synchronization

- Enable /Disable unsolicited communications ( Transfer
data from RTU to Master SCADA )

- Dynamic Class assign
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- Freezing counters
- Write

DNP Tag Status:

In DNP3 Standard , any tag has status flag byte. Bit 0 shows
Tag is online or not . Value 1 shows tag is online ad Value 0
Shows tag is offline . Other bits are as following:

DI Tag Status Flag:

7 6 5 4 3 2 1 0 %_l_:iiposition
[sT] o Jcr[LF[REJC [RS[OL]|  stateand flag octet

A.2.2.2.2 Formal structure
BSTRS: Flag Octet

Bit 0: ONLINE

Bit 1: RESTART

Bit 2: COMM _LOST

Bit 3: REMOTE_FORCED

Bit 4: LOCAL FORCED

Bit 5: CHATTER FILTER

Bit 6: Reserved. always 0

Bit 7 STATE—Has a value of 0 or 1. representing the state of the physical or

logical input.

If you want to set DNP Tag Status Flag for driver you should
define DIS, AIS, FIS, CNTS and DPIS Tags .

If did not define Status tag for a DNP Tag, Its Flag value is
always 1.
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Suppose you define DNP Tag with type DI and address 10, then
if you define DIS Tag with same DNP Address 10, then DIS Tag
Value will use as Status flag of DI Tag .

Look at following code in TC :

onoif+AR_GLOBAL
onoz
ono3 DMNP3_alT AT 0 DINT ;
ono4 DMNP3_alz AT 0% DINT ;
0nos DMNP3_Al3 AT A0 DINT ;
OOOB|  DMNP3_AI4 AT /0% DINT
0007  DMNP3_AIS AT /0% DINT
onos DMNP3_AlE AT 0 DINT ;
onoy DMNP3_al7 AT 0 DINT ;
oo1o DMNP3_Alg AT A0 DINT ;
oot
ootz DMNP3_Al9 AT A0 DINT ;

o013 DMP3_al10 AT £ DINT ;
ont4
on1s
001E DMNP3_Al1 Status AT 0% INT ;
ooty DMNP3_Al95tatus AT 0% INT ;
onta

Two Status Tag for DNP3_AI1 and DNP3AI9 is defined in above
sample . DNP Status Flag always has type int for DIS , AIS, FIS,

CNTS, DPIS .
In DNP3 Configurator we will do following configuration for
Status Tags:
_DNPB:AI 1STATUS INT16 16448 1690 2 AlS 1 1
_DNP3_AIISTATUS INT16 16448 1692 2 AlS 1
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And Following configuration for DNP Tags :

.DNP3_AIT DINT 61488 0 4 Al 1 1
.DNP3_AI10 DINT 61488 36 4 Al 1 10
.DNP3_AI2 DINT 61488 4 4 Al 1 2
.DNP3_AI3 DINT 61488 8 4 Al 1 3
.DNP3_AlI4 DINT 61488 12 4 Al 1 4
.DNP3_AIS DINT 61488 16 4 Al 1 5
.DNP3_Al6 DINT 61488 20 4 Al 1 6
.DNP3_AI7 DINT 61488 24 4 Al 1 7
.DNP3_AI8 DINT 61488 28 4 Al 1 8
.DNP3_AI9 DINT 61488 32 4 Al 1 9

As it is clear, Status Tags and DNP Tags has same DNP Address .

In TC when you change value of DNP3_Al1Status , this value
will pass to DNP Kernel and will assign for DNP_AI1 Tag as
status flag . When value of Tags ( DNP3_Al1Status or DNP3_All
) is changed , DNP kernel will make an Event in Kernel .

So when Tag status changed , tag value with new status will
report to master SCADA .
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DNP3 Slave driver Operation:

1 - Master SCADA will read all Input Signals ( DI, Al , FI, DO, AO
, DPI)

- You need to write all Input Signals in your logic by TC
2 — Master SCADA will write Output Signals (DOB, AOB, FOB)
- You need to read all Output Tags in your logic by TC

For saving configuration file to a local file on your PC, select
Controller page, and right click. You can see following menu:

@@= DNP3 Master/Slave configurator for Beckhoff CX controller Ver 3.0.0 RC15 e m} X
Controller DNP Slave DNP Master About

192.168.1.219 5.20.167.14.1.1

C:\PIP2012\Beckhoff\pbsWin32DNP3S Cfg\bin\Release\dnp3

New
Open ...
Save

Transfer to Controller
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Open ...: open offline configuration file for editing.

Save: save opened configuration file.

Transfer to Controller: Transfer configuration file to controller.
4 — TwinCat programming

You need to define DNP3 tags in TwinCat programming
environment as following sample. (DNP Slave Tags)

000/ AR_GLOBAL

0002|i* A1, DI, FI, CNT Tag Definition®)
INE DMP3_AIT AT %0*: DINT:
noo4 DMPI_AIZ AT %0%: DINT;
0005 DMP3_AI3 AT %0*: DINT:
000G
0ooz? DMP3_FI4 AT %0 REAL
noos DMPA_FIE AT %0*: REAL
ooy DMP3_FIE AT %0*: REAL
0010
oo DMP3_ 0N AT %0%: BOOL:
no1z DMPI_DI2 AT %0%: BOOL
0013 DMP3_DI3 AT %0%: BOOL;
0014
0015 DMP3_ D01 AT %0*: BOOL
0016 DMP3_D02 AT %0*: BOOL
0017 DMP3_DO3 AT %0 BOOL
G
0019 DMP3_DPIN AT %0 INT;
0020 DMPI_DPIZ AT %0 INT:
0021 DHPI_DFI3 AT %0 INT;
np2z
IEE DMPI_CHTT AT %0 UDINT,
np24 DMP3_CHT2 AT %20*: UDINT,
0025 DMPI_CHTI AT %0 UDINT,
0026
nozz? DMPI_ACT AT %0 DIMT;
no2a DMP3_AQ2 AT %0 DINT:
0029 DMPI_ACI AT %0 DINT;
0030
00| *408 . DOB Tag Definition®)
003z
0033 DMPI_SPT_W AT %+ DINT;
0034 DMP3_SP2 W AT % DINT;
0035 DMPI_SPI_W AT %+ DINT;
0036 DMP3_SP4 W AT % DINT;
EE
0038 DME3_DOBT W AT %14 BOOL
VEE] DMPI_D0B2 W AT % BOOL
0040 DMPI_DOB3_W AT %1% BOOL
INER DMPI_D0B4_ W AT %4 BOOL
0042 EMD_WAR

nnA3
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Rule 1: You should update (Write) DI, Al, FI, CNT and DPI Tags in
your logic. DNP3 Inputs Tags (DI, Al, FI, CNT, and DPI) should be
defining as output variables in TwinCat.

Rule 2: You should read AOB ,DOB,FOB tags in your logic.

AOB is analog Output Block and DOB is digital Output Block.
FOB is Float Output Block. AOB and FOB use same address
space . When SCADA Master wants to write AO,FO and DO tags
to Controller, you should define DNP3 AOB,FOB and DOB Tag
type. In TwinCat AOB,FOB and DOB tags should define as input
Variables.

Rule 3: It is advised to define DNP3 Variables in TwinCat by
DNP3 prefix. Then you can easily read DNP3 variables by DNP3
configurator utility.

Rule 4: you can define maximum 1024 DNP Tags

Rule 5: You should read TwinCat DNP3 Variables by DNP3
configurator utility and set DNP3 Type, Class and address.
Please look at following figure as an example.
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Controller| DHP Slave | DNP Master I About

Slavel Slave? Slave3 Slaved Slaveh Slaveb Slave7? Digital -Yanations Analog Yariations

Active | Tag Name | Tag C t | Type | Group | Group Offset | Grouplen | DHFPType | DNPClass | DNPAddiess
.DNP3_DI3 BOOL 61489 642 1 DI 1 3
.DNP3_DI4 BOOL 61489 643 1 DI 1 4
_DNP3_DI5 BOOL 61489 644 1 DIl 1 5
.DNP3_DI6 BOOL 61489 645 1 DI 1 6
_DNP3_DI7 BOOL 61489 646 1 Dl 1 7
.DNP3_DI8 BOOL 61489 647 1 DI 1 8
.DNP3_DI9 BOOL 61489 648 1 DI 1 9
_DNP3_DD1_W BOOL 61473 128 1 DOB 1 1
_DNP3_DD2_ W BOOL 61473 129 1 DOB 1 2
DNP3_DO3 W BOOL 61473 130 1 DoB 1 3
_DNP3_DD4_W BOOL 61473 131 1 DOB 1 4
.DNP3_DPI1 INT16 61488 124 2 DFI 1 1
.DNP3_DPI10 INT16 61488 142 2 DFI 1 10
.DNP3_DPI2 INT16 61488 126 2 DFI 1 2
_DNP3_DFPI3 INT16 61488 128 2 DPl 1 3
.DNP3_DFPI4 INT16 61488 130 2 DFI 1 4
.DNP3_DPIS INT16 61488 132 2 DFI 1 5
.DNP3_DPI6 INT16 61488 134 2 DFI 1 6
.DNP3_DPI7 INT16 61488 136 2 DFI 1 7
DNP3_DPI8 INT16 61488 138 2 DP1 1 8
.DNP3_DPI9 INT16 61488 140 2 DFI 1 9
DNP3_FI1 REAL 61488 40 4 FI 1 11
.DNP3_FI10 REAL 61488 76 4 Fl 1 20
.DNP3_FI2 REAL 61488 44 4 Fl 1 12
.DNP3_FI3 REAL 61488 48 4 Fl 1 13
.DNP3_F14 REAL 61488 52 4 Fl 1 14
_DNP3_FIS REAL 61488 56 4 FI 1 15

NOTE : When you change Variables in TC ( Add or delete or
change Data type ) , sometimes TC is changing Tags Group —
Group Offset and Group Len internally . So you need to refresh
Tags in Configurator for proper running of DNP Kernel.
Otherwise DNP Tags value will not update in TC .
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5 — System Tags

SYS: From Version 3 RC23 , we changed mechanism for SYS and
WDT Tags . SYS tag is showing Connection Status with master
SCADA. When Master is connected to Driver, SYS tag value is 1

and when it is disconnect, SYS Tag Value will change to 0.

By SYS tag, twinCat Runtime kernel will find status of
connection. When you have two DNP3 master SCADA , you
need to define two SYS tag with different DNP3 Address .

DNP3 Address for Instance 1 of DNP Slave driver MUST be 1.
DNP3 Address for Instance 2 of DNP Slave driver MUST be 2.
DNP3 Address for Instance 3 of DNP Slave driver MUST be 3.
DNP3 Address for Instance 4 of DNP Slave driver MUST be 4.
DNP3 Address for Instance 5 of DNP Slave driver MUST be 5.
DNP3 Address for Instance 6 of DNP Slave driver MUST be 6.

DNP3 Address for Instance 7 of DNP Slave driver MUST be 7.

Define an INT Tag in Twincat for SYS as following:

DMNP3I_SYS AT % DINT,
DMNPI_WOT AT 22 DINT:
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After transferring configuration to Controller, and restart it,
you can see status of DNP3 master connection in DNP3_SYS tag
in Twincat runtime.

WDT: Watch Dog Timer Tag. With WDT Tag, TwinCat Runtime
will find healthy status of Driver. WDT Tag makes a permanent
10 Sec Pulse for TwinCat. As TwinCat Runtime is detecting 10
Sec Pulse, DNP3 Driver is working properly. When TwinCat is
not getting 10 Sec Pulse Train, Something is happened in Driver
and needs to restart Controller by TwinCAT.

WDT Tag is working in TCP and Serial Mode communication and
it is independent of Master SCADA Connection.

WDT Tag DNP Address can be any value expect O . if itis O it is
disabled .

Define an INT Tag in Twincat for WDT as following:

DMF3I_SYS AT % DINT;
DMFI_WOT AT 22 DINT:

After transferring configuration to Controller, and restart it,
you can see DNP3 Driver start to write a 10 sec permanent
pulse train to TwinCAT.

DNP Group 50 ( Date Time), 60 ( Class) , 80 ( IIN) are supported
in Driver but no need to do any configuration for this Groups .
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ADS Reconnecting

It is possible that ADS connection with DNP Kernel is lost inside
CX controller. DNP Kernel will reconnect to ADS at following
condition:

- DNP Kernel writes to TC by ADS and it makes error at write
time.
- Thereis no any write from TC to DNP kernel for 3600 Sec.

So we advise to define WDT tag for DNP Kernel for not
reconnecting to ADS after 3600 Sec if there is really no write
from TC to DNP Kernel.

In Some projects Tags are not changing frequently, so maybe
there is no any write from TC to DNP kernel, but ADS
connection is not lost with DNP Kernel. For these projects using
WDT signal is necessary to stop frequent reconnecting of ADS
link with DNP Kernel.
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6 — DNP Master Configuration

From Version 3 RC5 DNP3 Kernel supports DNP3 Master
Protocol. You can connect to DNP3 Slave RTUS over RS232 or
TCP and read /Write tags to external RTUS.

Suppose there is an old RTU with DNP3 Slave Functionality over
RS232, then you can use CX controller as a gateway to convert
it to DNP over TCP.

At Controller page, Enable Master Functionality:

@ DNP3 Master/Slave configurator for Beckhoff CX controller Ver 3.0.0 RC22 = m} X
Controller DNP Slave DNP Master About

192.168.3.127
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In DNP Master page you can see list of defined DNP3 Slave

RTUS :
@ DMNP3 Master/Slave configurator for Beckhoff CX controller Ver 3.0.0 RC5 EI
Controller | DNP Slave | DNF Master | About
"N New R
RTUName | Master ID | RTUID | Physical Layer | RTUIP | TCPPort | Serial Port | Baud Rate | Time
- RTU1 1 3 TCP 192.168.113 20000 1 19200 15
- RIS i 5 R5239 9371681714 Stioo0 i 19200 i5

4

L1}

You can edit all RTU parameters from List .

By right click on list you can switch between list or card view for
Slave RTU parameters.
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For defining New RTU, it is more easy to go to New RTU Page :

e DNP3 Master/Slave configurator for Beckhoff CX controller Wer 3.0.0 RC22 — O x
Controller DMP Slave DMNFP Master About

Dizable

CpP

19200
192.168.1.219
20000

Direct Dperate

Note :
1- if you are using BR5232 port for communication with Slave RTU
pou can link one RTU to one port only . It is peer to peer communication _

2 - Vitual COM Port by TC is also tested and supported

3 - Multi Drop R5485 network is supported in R5485 Gateway Mode

RTU Name : Select a unique Name for RTU . Suppose you select
RTU3. Then All Tags in TC for RTU3 should be start with RTU3 .

If you are using TC3 , then configurator will look for all TC tags
that contains RTU Name .

Master ID : DNP3 Master ID

RTU ID : DNP3 Slave ID
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Enable Unsolicited COMM : If checked when Master Driver
Connect to RTU and after Reading Tags by Integrity poll , Will
Enable Unsolicited communication in Slave RTU . After that
Slave RTU will send all DNP Tag Changes to Master Without
Master Request.

If unchecked Master Will Disable Unsolicited Communication in
Slave RTU .

Application Timeout ( Sec) : When Master is in Solicited Mode —
Send Request to Slave and wait for answer - Master Driver will
wait for above time to get answer , otherwise will move to Idle
State and will be ready to handle next request.

Link Status ( Sec) : When there is no communication with RTU
for Link Status time , Master Will Send Link Status Command to
RTU to check status of connection . If not get ACK , Master will
disconnect connection with Slave and reconnect again . If 0, it
is Disabled .

Integrity Poll Period (Min) : Shows Sending IP command period
to Slave in min . If 0, it is Disable . If value is -1 , Master Driver is
not send IP to Slave RTU at connection time

RBE Period ( Sec) : Shows Sending RBE Command period to RTU
in Sec . If O, it is Disable .
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Time Synch Period (Hour): Shows Sending Time Synch
Command to RTU in Hour. If O, it is Disabled .if -1 , DNP Master
is not send Time Synch to RTU at connection time .

Freeze Counter Period (Min): Shows Sending Freeze Counters
Command period to Slave RTU in Min. If O, it is Disable .

Default Command Mode: Shows Default mode for DOB and
AOB commands. Direct Operate or Select Before Operate .

Physical layer: Select TCP or RS232 . This is physical layer
connection with Slave RTU.

For RS232 Connection you can only link one RTU to one Serial
Port. Multi drop RS485 is supported but you need to Enable
Master RS485 Gateway Mode.

Serial Port (COM) : This is COM number on Beckhoff CPU
Module . Serial Ports that are connected by KBUS or EBUS are
supported if you use proper TC driver for Virtual COM Port .
Any COM port that is operating as Standard Serial port in
WIinCE can be used .

Baud rate : Serial Baud Rate for connection with RTU in RS232
Mode .

RTU IP : if you select TCP as communication layer you need to
put RTU IP here .

www.pbscontrol.com Page 47




October

2025 BECKHOFF DNP3 MASTER/SLAVE DRIVER MANUAL

TCP Port : if you select TCP as communication layer you need to
put RTU TCP Port here. DNP Port is 20000

Diagnostic : if you want to analyze DNP Frames between CX
Controller and Slave RTU , you can use this parameter . you can
select from Disable , Physical Layer , Data Link Layer ,
Transport Layer and Application Layer options.

When Disable no DNP log File will generate.

When Set to Physical layer: only Physical layer Frames will log in
a text file in CX \Temp \ Folder with name RTUDnpLog_{RTUID}

B Cx-ZEEFES

File Zoorm  Toaols  Help
[Hle Edit view Go Favorites ]| 4 3 %@l =~

- address | " Temp




October

2025 BECKHOFF DNP3 MASTER/SLAVE DRIVER MANUAL

In following figure you can see one sample DNP Log file that is
generated by DNP Master Driver:

physcial layer :Write To RTU:Z019-12-24 3:58:59
.5 ,64 ,5 ,e0 ,3 ,0 ,1,0 ,76 ,9

physcial layer :Read From RTU:Z015-12-24 3:58:59
,5 ,64 ,5 ,0 ,1 ,0 ,3 ,0 ,f4 ,19

DLL Layer :GET from Physical:Z2019-12-24 3:58:5°9
544 501030 f4 19

Transport Layer :GET From AFPP:Z015%-1Z-24 3:58:5°%9
el 2 32 1 7 1 fa dé e 36 6 1

DLL Layer :GET From Transport:Z019-12-2Z4 3:58:59
el 0 2 32 1 7 1 fa dé e 36 6f 1

physcial layer :Write To RTU:Z019-12-24 3:58:59
;5 .64 12 ,ed4 3,0 ,1 .0 ,%1 b1 ,e20 ,e0 2,32 .1 .7 ,1 .fa ,de e .36 ,6f 1 .47 Ve

physcial layer :Read From RTU:2019-12-24 3:59:0
5 ,64 ,a ,44 ,1 ,0 ,32 ,0 ,b4 ,el ,e0 ,=0 ,81 ,2 ,0 ,79 ,f3

DLL Layer :GET from Physical:Z019-1E2-24 3:59:0
5 64 a 44 1 0 2 0 b4 el 0 <0 81 2 0 72 £3

Transport Layer :GET From DLL:Z01%9-1Z-24 3:39:0
=0 <0 81 2 0

When you set Diagnostic to Data link layer , it will log physical
and data link layer frames .

When you set Diagnostic to Transport layer, it will log physical
, data link and transport layer frames .

When you set Diagnostic to Application layer , it will log all
frames and all tags that is gathered from Application layer
frame.
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In following sample you can see frames with application layer
Diagnostic option:

physcial layer :Read From RTU:2019-12-24 4:21:36
,0 ,0 ,0,7,0,1,0,0,9? ,3 ,0 ,0,8,0,1,0,0,0,0,9,0,1,0,0,0,0,67 ,b4,14,1 ,28 ,a,0 ,1,0,1,0 ,0 ,0,0,2,0,1,0 ,e8 ,£7 ,0 ,0,0,3 ,0 ,1,0,0.,0

DLL Layer :GET from Physical:2019-12-24 4:21:36
0007010097 3c008010000501000067b414125a010100002010e3£70003010000401000bag7050100006010000744°

Transport Layer :GET From DLL:2019-12-24 4:21:36
40 e3 81002228 3010814412068 386f1101eda55% 3861108195399 3861122581401 081201301401501601701801901a01h01

Transport Layer :GET From DLL:Z019-12-24 4:21:36
§11000040100005010000601000070100008010000501000014123a0101000020100003010000401000050101

App Layer :GET Fromw Transport:2019-12-24 4:21:36
e3 81 002228301081 441259 38 6£1101ed2590 3861108195395 3866113228 1d010812013014015016017018018901a0lb01lcl

Transport Layer :GET From &PP:Z019-12-24 4:21:56

°3 0

TwpTagType = 1 ,Gr = 2 ,Var=2 ,Add =1 ,Val=1.000000 ,TL=1577202654 ,Tlus=454
TwpTagType = 1 ,Gr = 2 ,Var=2 ,Add =1 ,Val=0.000000 ,TL=1577202659 ,TLms=517
TwpTagType = 1 ,Gr = 2 ,Var=2 ,Add =1 ,Val=1.000000 ,TL=1577202694 ,TLus=549
TwpTagType = 1 ,Gr = 1 ,Var=2 ,Add =1 ,Val=1.000000 ,TL=0 ,Tlus=0
TwpTagType = 1 ,Gr = 1 ,Var=2 ,Add =2 ,Val=0.000000 ,TL=0 ,Tlus=0
TwpTagType = 1 ,6r = 1 ,Var=2 ,Add =3 ,Val=0.000000 ,TL=0 ,Tlus=0
TwpTagType = 1 ,6r = 1 ,Var=2 ,Add =4 ,Val=0.000000 ,TL=0 ,Tlus=0
TwpTagType = 1 ,6r = 1 ,Var=2 ,Add =5 ,Val=0.000000 ,TL=0 ,Tlus=0

Always set Diagnostic to Disable for normal operation of
Master Driver.

After setting above parameter right click on page and add RTU
to list .

Add To List

Read T Tags

TCP
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After adding RTU to List, if name of RTU is unique, it will add to
RTU list . If you want to change above parameter ,directly
change on List.

RTU Tags in TC : you should define DNP3 master RTU tags in
TC as following Sample :

! TwinCAT PLC Contral - ple.pro - [Global_Variables]
!File Edit  Project Insert Extras  Online Window Help

= s e A

noas

a POUs nogg
] 0oan BT DN AT %/*: BOOL

0041 RTU_DIZ AT %™ BOOL,
0092 RTU_DI3AT % BOOL,
0043 RTU_DI4 AT % BOOL,
0094 RTUI_DI5 AT %1% BOOL,
0095 RTUT_DIE AT %™ BOOL;
0046 RTU_DI? AT %™ BOOL,
0oy FTU_DIg AT % BOOL,
no9g
0039 RTUT_DN_T AT %1% : UDINT;
0100 RTUN_DI2_T AT % UDINT.:
0101
0102 RTUT_DN_S AT %™ DINT;
0103 RTUT_DIZ_S AT %1% DINT;
0104
0105
01086 RTUT_FIT AT %/ REAL
007 RTUT_FIZ AT %/ REAL
0108 RTUT_FI3 AT =/ REAL
0109 RTUT_FI4 AT 2/ REAL;
0110 RTUT_FIB AT %/ REAL
0111 RTUT_FlB AT %/ REAL
0112 RTUI_FI? AT %/ REAL
0113 RTUT_FIB AT %/ : REAL
0114
0115
0116 FTU _Status AT 220" DINT,;
0117
0118 RTUT_DPIT AT 21 INT;
01149 RTU_DPIZ AT 2 INT:

oionl CT i mDE AT ek T
4 |l

Loading library 'CATWINCAT\PLCALIEAT cBase lib'
Loading library 'CATWINCATVFLCLIENT c3ystern ik
Loading library 'CATWINCATPLOLIBYT clUtilitie s lik'

- I-lelﬁl 4 | 111 |
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BB TwinCAT PLC Contral - ple.pro - [Global_Variables]
!File Edit Project Insert Extras  Online Window Help

2|=|E| B|D)]e 0SS % [5]| @[5

0127]  RTUI_CNTA AT %P UDINT:
3 POUs 0128  RTUI_CNTS AT %P UDINT:
o @W 0128  RTUI_CNTE AT %/ : UDINT:
01300  RTUI_CNT? AT % : UDINT:
0131 RTUT_CNTE AT %0 UDINT:
0132)  RTUI_CNTI AT %/ UDINT:
0133  RTUI_CNTI0 AT % UDINT;
0134
0135
0136 RTUI_DOB1 AT %0*: BOOL
0137] RTUI_DOB2 AT %0*: BOOL;
0138 RTUI_DOB3IAT %0*: BOOL
0139
0140  RTUI_AOBT AT 0% DINT;
0141 RTUT_AOB2 AT %0*: DINT:
0142  RTUI_AOB3I AT %0 DINT;
0143
0144
0145 RTUI_DOB1_S AT %0* DINT:
0146) RTUI_DOB2_S AT %0*: DINT:
0147
0148) RTUI_SendTS AT %0*:DINT:

0148  RTUI_SendlP AT %0*: DINT:

0150 RTUI_SendRBE AT %0*: DINT:

0157 RTUT_SendClassd AT %0%: DINT:

0152]  RTUI_SendClass] AT 0% DINT:

0153 RTUI_SendClass? AT %0%: DINT:

0154  RTUI_SendClassd AT %0%: DINT:

0155 ETILN _EnahlelUnsaolicited AT 220%: DIMNT;
0156
0157 RTUI_DisableUnsolicited AT %20%: DINT:
0158

O1EQ

o=

Loading library 'CATWINCATYPLOLIEY TcBase ik

Loading library 'CYTWINCATVPLCLIEY ToSysterm. lib!

= - Loading library 'CATWINCATYWPLCLIBY T Milties lib'
I.T:IIE;I 4 | ] [

Define DI, Al, FI, DO, AO and DPI Tags as Input Tags to TC .

Define DOB and AOB as Output Tags.
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After transferring Tags to CX Controller , you can read tags by
DNP3 Configurator .

As you can see , Tag Names for one RTU ,starts with Same
name that we put in Configurator for RTU .

For reading Tags in Configurator, go to New RTU Page, Write
RTU name, Right Click and Execute “Read RTU Tags”

&dd To List

Fead RTU Tags |

TCP -

After Reading Tags, you can see all tags in RTU List .
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2025
= OMP3 Master/Slave configurator for Beckhoff CX controller Wer 3.0.0 RC15 E
Controller | DNP Slave | DNP Master m
F3IER Mew RTU
RTUName | Master ID | RTUID | Physical Layer | RTUIP | TCPPort | Serial Port | Baud Rate | Time Dut lE
4 RTU1 1 3 TCP 192.168.1.149 20000 1 13200 15
RTUMHame | Tag Hame | Tag ... | Type | Group | Group Offset | Grouplen | DMPType | DMPAddress
{RTUT -RTU1_ADB1 DINT 61488 EI] 4 ADB 1
RTU1 _RTU1_AOB2 DINT 61488 148 4 ADB 2
RTU1 _RTU1_ADB3 DINT 61488 152 4 ADB 3
RTU1 RTU1_CHT1 UDINT 61472 76 4 CNT 1
RTU1 _RTU1_CNT1D UDINT 61472 112 4 CNT 10
RTU1 _RTU1_CNT2 UDINT 61472 80 4 CNT 2
RTU1 _RTU1_CHT3 UDINT 61472 g4 4 CNT 3
RTU1 _RTU1_CNT4 UDINT 61472 88 4 CNT 4
RTU1 .RTU1_CNTS UDINT 61472 92 4 CNT 5
RTU1 _RTU1_CMTE UDINT 61472 96 4 CNT &
RTU1 _RTU1_CHT? UDINT 61472 100 4 CNT 7
RTU1 _RTU1_CNTS UDINT 61472 104 4 CNT &
RTU1 _RTU1_CNTY UDINT 61472 108 4 CNT 9
RTU1 _RTU1_DI BOOL 61473 576 1 Dl 1
RTU1 _RTUI_DIN_S DINT 61472 156 4 DIS 1
RTU1 RTU1_DIT_T UDINT 61472 164 4 DIT 1
RTU1 _RTU1_DI2 BOOL 61473 577 1 Dl 2
RTU1 _RTUI_DIZ_S DINT 61472 160 4 DIS 2
RTU1 RTU1_DIZ_T UDINT 61472 168 4 DT 2
RTU1 _RTU1_DI3 BOOL 61473 578 1 DI 3
RTU1 _RTU1_DI4 BOOL 61473 h79 1 DI 4
RTU1 .RTU1_DIS BOOL 61473 580 1 Dl 5
RTU1 _RTU1_DIE BOOL 61473 581 1 Dl &
RTU1 _RTU1_DI7 BODOL 61473 582 1 Dl 7
RTU1 _RTU1_DI& BOOL 61473 h83 1 DI &
RTU1 _RTU1_DODE1 BOOL 61489 1248 1 DOB 1
RTU1 _RTU1_DOB1_S DINT 61488 160 4 DOBS 1
RTU1 _RTU1_DOB2 BOOL 651489 1249 1 DOB 2
RTU1 _RTU1_DOB2_S DINT 61488 164 4 DOBS 2
RTU1 _RTU1_DDB3 BOOL 61489 1250 1 DOB 3
RTU1 -RTU1_DFI1 INT16 61472 64 2 DPI 1

You should set DNP Type and DNP Address for each tag .

DI = Digital input

Al = Analog Input

Fl = Float Input

DPI = Double Bit

DO = Digital Output Status
AO : Analog Output Status

DOB : Digital Output Block ( Write Command )
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AOB : Analog Output Block ( Write Command )

System Tags with help of system tags you can manage RTU by
DNP3 commands from TC.

SYS : System Tag

- SYS with DNP Address 1 = RTU Connection status
It is showing Connection Status with Slave RTU (Offline,
Online, Connecting,... ) value of this tag is 10 ( connecting )
, 11 ( connected ), 20 ( Send Time synch ), 30 ( request
data at startup ) and finally 100 shows driver got dnp tags
from salve RTU and Driver is online .

- SYS with DNP Address 2 = Send Time Synch Command to
RTU

- SYS with DNP Address 3 = Send integrity Poll (IP) to RTU

- SYS with DNP Address 4 = Send RBE to RTU

- SYS with DNP Address 5 = Read tags with Class 0 from RTU

- SYS with DNP Address 6 = Read tags with Class 1 from RTU

- SYS with DNP Address 7 = Read tags with Class 2 from RTU

- SYS with DNP Address 8 = Read tags with Class 3 from RTU

- SYS with DNP Address 9 = Enable Unsolicited
communication in RTU

- SYS with DNP Address 10 = Disable Unsolicited
communication in RTU
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- SYS with DNP Address 11 = Change Default Command Type
to Direct Operate

- SYS with DNP Address 12 = Change Default Command Type
to Select before Operate

SYS tag with Address 1 is read Only, but you should write other
SYS tags .

Suppose you want to send Time synch from TC to RTU. Then
you should write a pulse with width 5 Sec to SYS.SendTS signal
(address 2) Driver will send Time Synch command when it
detect rising Edge in System Tag value with Address 2.

Define system tags in TC as following sample :

ETUN _SendTS AT S0 DINT;

BTN _SendlF AT 220*: DINT;

ETUN _SendRBE AT 2a0*: DINT;

FETN _SendClass0 &T 220*: DIMNT;

ETN _SendClassl AT =0*: DINT;

ETN _SendClass? AT =0*: DINT;

ETN _SendClass3 AT =0 DINT;

ETN _EnahlelUnsolicited &T %20*: DIMNT;
ETN DisableUnsolicted AT 220%: DINT;

Then link them in DNP Configurator as following:

RTU1 RTU1_STATUS DINT 61472 60 4 5YS 1
RTU1 RTUT_DISABLEUNSOLICITED DINT 61488 200 4 5Y5 10
RTU1 RTU1_EMABLEUNSOLICITED DINT 61488 196 4 5YS 9
RTU1 RTU1_SENDCLASS0 DINT 61488 180 4 5Y5 5
RTU1 _RTU1_SENDCLASS1 DINT 61488 184 4 5YS 3
RTU1 RTU1_SENDCLAS52 DINT 61488 188 4 5Y5 7
RTU1 .RTU1_SENDCLASS3 DINT 61488 192 4 5YS 8
RTU1 _RTU1_SENDIP DINT 61488 172 4 5Y5 3
RTU1 .RTU1_SENDRBE DINT 61488 176 4 5YS 4
RTU1 RTU1_SENDTS DINT 61488 168 4 5Y5 2
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Defining Tag Flag and Time Label:

You can read DNP Master tags Flag and Time label in TC by {X}S
and {X}T Data type ( DIS, AIS, DPIS, FIS ,CNTS, DIT, AIT, DPIT,
FIT ,CNTT)

DNP Address of Tag Should be same as {X}S /{X]}T Tag. Look at
following sample :

In TC we defined following tags :

0040, ETUT_DIT AT 21 BOOL;
009 ETUT_DIZ AT 2 BOOL
0092 ETUT_DN3 AT 2/ BOOL;
0093 ETUT_DI4 AT 2 BOOL:
0044 RTU1_DIS AT %[*: BOOL:
0095 ETUT_DIB AT 2 BOOL:
0036 ETUT_DI7 AT 21 BOOL
0097, ETUT_DIG AT 21 BOOL;

0044 RTUI_DN_T AT %*: UDINT;
0100 ETUT_DIZ_T AT % UDINT:

0102 ETUT_DIN_S AT % DINT;
0103 FETUT_DIZ_S AT 1 : DINT.

In configurator we will link same DNP Address for RTU_DI1 (
Signal Value) , RTU_DI1 T ( time Label) and RTU_DI_S ( Flag)
signals .

Time Label Tags are defined based on DNP Standard which is
Linux epoch Time , msec from 1/1/1970 .

www.pbscontrol.com Page 57




October
2025

BECKHOFF DNP3 MASTER/SLAVE DRIVER MANUAL

= DNP3 Master/Slave configuratar for Beckhoff CX controller Wer 3.0.0 RC15 =

Controller | DNP Slave  DNP Master | About

YT New RTU
RTUName | Master ID | RTUID | Physical Layer | RTUIP | TCPPOt | Serial Port | Baud Rate | Time Out | Enat
4 RTU1 1 3 TCP 192.168.1.149 20000 1 13200 15
RTUName | Tag Hame | Tag ... | Type | Group | Group Dffset | Grouplen | DHPType | DMPAddress o
RTU1 _RTU1_AODB1 DINT 61488 144 4 ADB 1 0
RTU _RTU1_ADB2 DINT 61488 148 4 ADB 2 0
RTU1 _RTU1_ADB3 DINT 61488 152 4 ADB 3 0
RTU1 _RTU1_CNT1 UDINT 61472 76 4 CNT 1 0
RTU _RTU1_CNT1D UDINT 61472 112 4 CNT 10 0
RTU1 _RTU1_CNT2Z2 UDINT 61472 80 4 CHT 2 0
RTU1 _RTU1_CNT3 UDINT 61472 84 4 CNT 3 0
RTU RTU1_CNT4 UDINT 61472 88 4 CNT 4 0
RTU1 _RTU1_CNTS UDINT 61472 92 4 CHT 5 0
RTU1 _RTU1_CNTE UDINT 61472 96 4 CNT [ 0
RTU RTU1_CNT7 UDINT 61472 100 4 CNT 7 0
RTU1 _RTU1_CNTS UDINT 61472 104 4 CHT 8 0
RTU1 _RTU1_CNTS UDINT 61472 108 4 CNT 9 0
RTU1 RTU1_DH BOOL 61473 576 1 DI 1 0
RTU1 RTU1_DI1_S DINT 61472 156 4 DIS 1 L]
RTU1 RTUA_DI_T UDINT 61472 164 4 DIT 1 L]
RTU _RTU1_DI2 BOOL 61473 577 1 DI 2 0
RTU1 .RTU1_DIZ_S DINT 61472 160 4 DIS 2 L]
{RTU1 RTU1_DIZ2_T UDINT 61472 168 4 DIT 2 0
RTU RTUT_DI3 BOOL 61473 578 1 DI 3 0
RTU1 _RTU1_DI4 BOOL 61473 579 1 DI 4 0
RTU1 RTU1_DIS BOOL 61473 580 1 DI 5 0
RTU _RTU1_DIB BOOL 61473 581 1 DI 6 0
RTU1 _RTU1_DI? BOOL 61473 hg2 1 DI 7 0
RTU1 _RTU1_DI8 BOOL 61473 583 1 DI 8 0
RTU _RTU1_DOB1 BOOL 61489 1248 1 DOB 1 0
In DNP3 Standard we have following Tag Flags :
.
7 6 5 4 3 2 1 0 < bit position
[stT] o [cF]wF[RFE]cL RS [oOL] State and flag octet
A.3.1.2.2 Formal structure
BSTRS: Flag Octet

Bit 0: ONLINE

Bit 1: RESTART

Bit 2: COMM _LOST

Bit 3: REMOTE _FORCED

Bit 4: LOCAL FORCED

Bit 5: CHATTER _FILTER

Bit 6: Reserved, always 0

Bit 7: STATE—Has a value of 0 or 1, representing the state of the physical or

logical input.
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Double Bit Binary input :

7 6 5 4 3 2 1 0 < bit position

[ st JeFJF[REJcL RS JOL]  stateandflag octet
A4.2272 Formal structure
BSTR6: Flags
Bit 0: ONLINE
Bit 1: RESTART
Bit 2: COMM_LOST
Bit 3: REMOTE_FORCED
Bit 4: LOCAL_FORCED
Bit 5: CHATTER_FILTER

UINT2: State.

This integer contains the state of the double-bit binary input as defined for a Double-bit
Binary Input Point Type in 11.9.6. These values represent states INTERMEDIATE,
DETERMINED_OFF. DETERMINED_ON. and INDETERMINATE.

Counters ( 16 Bit and 32 Bit Counter has identical Flag)

7 b 5 4 3 2 1 0 <_—”t_:|§t_position

_____ 0 [DC |RO [ LF | RF | CL [ RS | OL |  Flagoctet
bo
Count value
= __B
A.10.1.2.2 Formal structure
BSTRS: Flag Octet

Bit 0: ONLINE

Bit 1: RESTART

Bit 2: COMM_LOST

Bit 3: REMOTE_FORCED

Bit 4: LOCAL_FORCED

Bit 5: ROLLOVER

Bit 6: DISCONTINUITY

Bit 7: Reserved, always 0.
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Analog Input (Different variation has identical flag)

7 6 5 4 3 2 1 0 < bit position

_____ 0 RE | OR | LF RFE | CL | RS | OL |  Flagoctet
b0
Value
b31 N
A141.2.2 Formal structure
BSTRS: Flag Octet

Bit 0: ONLINE

Bit 1: RESTART

Bit 2: COMM_LOST

Bit 3: EEMOTE FORCED

Bit 4: LOCAL FORCED

Bit 5: OVER_RANGE

Bit 6: FEFERENCE ERR

Bit 7: Reserved. always 0.
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Direct Mapping Between DNP Master and Slave Kernel

If you want to transfer DNP3 Tags from DNP Master Driver with
msec time label to DNP3 Slave Kernel then you should not use
ADS for mapping Tags.

For this scenario you can directly map Master tags to Slave

Kernels.

3 TCP 192.168.1.106 20000 1 19200 15 20
ame | Tag Comment | Type | Group | Group Offset | Grouplen | DNPType | DNPAddress | DNPAddress Slave
_ADB1 DINT 61488 144 4 1 0
_ADB2 DINT 61488 148 4 1 0
_AOB3 DINT 61488 152 4 1 0
_CNT1 UDINT 61472 76 4 1 0
_CNT10 UDINT 61472 112 4 1 0
_CNT2 UDINT 61472 80 4 1 0
_CNT3 UDINT 61472 84 4 1 0
_CNT4 UDINT 61472 88 4 1 0
_CNTS UDINT 61472 92 4 1 0
_CNT6 UDINT 61472 96 4 1 0
_CNT7 UDINT 61472 100 4 1 0
_CNT8 UDINT 61472 104 4 1 0
_CNT9 UDINT 61472 108 4 1 0
b BOOL 61473 576 1 DI 1 1
_DI_S DINT 61472 156 4 DIS 1 0
_DI_T UDINT 61472 164 4 DIT 1 0
_DI2 BOOL 61473 577 1 DI 2 2
_DI2_ DINT 61472 160 4 DIS 2 0
_DI2_ UDINT 61472 168 4 DIT 2 0
_DI3 BOOL 61473 578 1 DI 3 0
_DI4 BOOL 61473 579 1 DI 4 0

DIS BOOL 61473 580 1 1 0

When you define DNP Master tags in Configurator , you can
make direct link between dnp master and slave tags by
DNPAddressSlave address .

In above example we mapped DI Tag with address 1 ( Master
Side) to DNP3 Slave tag with same Address 1.

Then all SOE and changes for this tag will map directly to Slave
Kernel .

There is no Direct map from Slave kernel to Master Kernel.
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DOBS Data Type

By help of DOBS datatype you can write with different
configuration from TC to Slave RTU.

First will look at DNP3 Digital output Block Data Type from

Standard:
e
7 6 5 4 3 2 1 0 ﬁ_l;)‘it_position
| TCC ] CR [ Qu | Op Type - B Control code
_ b? bG _ Count
b0
On-time
b31 .=
b0
Off-time
b31 =
| RES | Statuscode | __Status code & reserved bit

UINT4: Control code, Operation Type field [Op Type].
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This field is used in conjunction with the TCC field to specify a conftrol operation. See
operational functions (A.8.1.3.2) for additional details. The code names are:

0: NUL

1: PULSE_ON
2: PULSE_OFF
3 LATCH_ON
4 LATCH_OFF

5 to 15:Undefined
BSTRI1: Control code. Quene field [QU].

This field is obsolete. The master shall always set this bit to 0. Outstations that receive a
g12vl object with this bit set shall retwn a status code NOT_SUPPORTED in the
response.

BSTRI1: Control code, Clear field [CR].
Support for this field is optional. If the device supports commands with the clear bit set:

— It shall support the case where the Op Type code is NUL. and may support the
command for other Op Type values.

—  When the clear bit is set, the device shall remove pending control commands for that
index and stop any control operation that is in progress for that index. The indexed
point shall go to the state that it would have if the command were allowed to
complete normally. If a non-NUL Op Type code is requested, the new command
shall be initiated immediately after the cancellation actions complete.

When the clear bit is set and the TCC - Op Type combination is not supported. the device shall return status
code NOT SUPPORTED in the response.

UINT2: Control code. Trip-Close Code field [TCC].

This field is used in conjunction with the Op Type field to specify a control operation.
See operational functions for additional details. The code names are

0: NUL

1: CLOSE

2: TRIP

3: RESERVED

UINTS: Count.

This is the number of times the outstation shall execute the operation. Counts greater than
1 generate a series of pulses or repeated operations for the point. Both On-fime and Off-
fime values are obeyed as illustrated in the figures under timing illustrations, subject fo
the comments regarding timing in interpreting the time fields.

Implementation of a zero-count functionality is optional. A count value of 0 indicates that
the oufput operation shall not be executed. Setting the count value to 0 is a useful
technique for testing communications without affecting an output. When the outstation
receives a 0 value, it shall:

— Not change the output.
— Ignore the On-time and Off-time values.

— Return the same status code as if the execution had been attempted.




October

2025 BECKHOFF DNP3 MASTER/SLAVE DRIVER MANUAL

An outstation shall return status code NOT_SUPPORTED in the response when the count value is 0 in the
request and the outstation does not implement the zero-count functionality.
UINT32: On-time.

This is the duration, expressed as the number of milliseconds. that the output drive
remains active. See interpreting the time fields for more details.

UINT32: Off-time.

This is the duration, expressed as the number of milliseconds that the output drive
remains non-active, See interpreting the time fields for more details.

UINT?7: Status code.
This value shall be set to 0 in request messages.

In response messages, this value represents the status of the selected or executed
command. See Table 11-7 for descriptions of control-related status codes.

BSTRI1: Reserved [RES].

This bit is reserved. The master and outstation shall always set it to 0.
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A.8.1.3.1 Timing illustrations

This subclause illustrates just two of the many timing possibilities that can appear in a gl2v1 object.

« Control Sequence Duration o
lr(— 18t pulse —}lﬂ— 2 pulse —}lﬂ— 3 pulse —b:
Output |
active
Output non-
active 0 0 On-  “Off until the next control
n- . n- . n- untl € NEXL contro
time Off-time time Off-time time command is issued
PULSE ON with Count=3

}17 Control Sequence Duration 41»:
| st | d |
[ p— 1% pulse — 2 pulse —>

Qutput i ) !

active

Output non-
active of. off
time Oretime time On” until the next control command is issued
PULSE OFF with Count = 2 (Not interoperable)
A.8.1.3.2 Operational functions
A.8.1.3.2.1 Interoperable commands

Only a few of the 64 possible TCC and Op Type field bit combinations are interoperable. Table A-1
indicates, for each point index. which commands are optional. preferred. not permitted. or not
interoperable. depending on which point model is implemented.
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Table A-1—Interoperable control commands

TCC Op Type Point model in ] .
field field outstation Support requirements
NUL NUL All Optional
Activation May support
NUL PULSE ON Complementary latch Not permitted
Complementary two-output | Not permitted
Activation May support
NUL LATCH ON | Complementary latch Preferred support
Complementary two-output | May support
Activation May support
NUL LATCH OFF | Complementary latch Preferred support
Complementary two-output | May support
Activation May support
CLOSE | PULSE ON Complementary latch May support
Complementary two-output | Preferred support
Activation May support
TRIP PULSE ON Complementary latch May support
Complementary two-output | Preferred support
All other combinations All Not interoperable

Table A-2 indicates for a single point index. what action the outstation performs based on the contents of
the interoperable control codes and the point model implemented.

Table A-2—Actions performed by outstation for interoperable commands

Row |Contrel| TCC Op Type Clear
’ Action
# cade field field field
Does not inifiate an action or change an in-progress or
1 0x00 |NUL |NUL 0 pending command. Values in On-time and Off-time fields are
ignored.
> 0x20 |INUL |NUL 1 C_.ancel in-progress and pend.lng commands. Values in On-
fime and Off-fime fields are ignored.
For activation model. set output to active for the duration of
3 0x01 |NUL PULSE ON |0 the On-fime. For both complementary models. return
NOT_SUPPORTED status.

SOR
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Row | Control| TCC Op Type Clear

# code field field field Action

For activation model. cancel in-progress and pending
commands and then set output to active for the duration of
the On-time. For both complementary models, return
NOT_SUPPORTED status.

For activation model, set output to active for the duration of
the On-time. For complementary latch model, set the output
to active. For complementary two-output model, set the close
output to active for the duration of the On-fime.

4 0x21 |NUL |PULSE ON |1

5 0x03 |NUL |LATCH ON |0

Cancel in-progress and pending commands. Afterwards,

0 0x23 LATCH ON |1 initiate the action specified in row 5.

For activation model, set output to active for the duration of
the On-time. For complementary latch model, set the output
to inactive. For complementary two-output model, set the trip
output to active for the duration of the On-fime.

7 Ox04 |NUL |LATCH OFF|0

Cancel in-progress and pending commands. Afterwards,

8 Ox24 LATCH OFF |1 initiate the action specified in row 7.

For activation model, set output to active for the duration of
the On-time. For complementary latch model. set the output
to active. For complementary two-output model, set the close
output to active for the duration of the On-fime.

9 Ox41 |CLOSE|PULSE ON (0O

Cancel in-progress and pending commands. Afterwards,

10 0x61 | CLOSE SE_ON |1 initiate the action specified in row 9.

For activation model, set output to active for the duration of
the On-time. For complementary latch model. set the output
to inactive. For complementary two-output model, set the trip
output to active for the duration of the On-fime.

11 0x81 |TRIP |PULSE ON |0

12 oxAl |TRIP |PULSE oN |1 {_Ciqr_u:el i.n-pmg_;ress and pending commands. Afterwards,
- initiate the action specified in row 11.
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DOBS is 32 bit value which is mapped to {control Code
|count|OnTime | OffTim} fields.

DOBS Byte 1 = Control Code

DOBS Byte 2 = Count

DOBS Byte 3 = OnTime in Sec

DOBS Byte 4 = OffTime in Sec

In TC you need to merge 4 Bytes and make DOBS value. When
Value of DOBS is changing, DNP3 Kernel will get then changes
and Saves value of DOBS Tag.

When you change DOB Tag value from 0 to 1 ,( DOB Tag that
has same address as DOBS ) , DNP Driver sends G12V1 With
specified Flag that is saved in DOBS Tag to RTU .

If DOBS Tag is not defined for DOB Tag , Then default operation
( Direct Operate or Select Before Operate ) Will execute when
DOB Tag Value change fromOto 1.

Sequence of Sending DOB Command with defined DOBS Tag:
- Set Value of DOBS Tag and Write to Kernel
- Change DOB Tag with same address of DOBS from 0 to 1.
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In TC with help of following function you can make DOBS tag

value:

O00FUMNCTION DNFP_DOB2 : LIDINT
ooo2f+vAR_INFUT

0003 OFTwpe BYTE:

ooo4 TCC: BYTE:

0nos Count: BYTE;

000k OnTime:BYTE;

0007 OffTime:BYTE:

ooog
O00S(EMD_ AR
007 0f+ AR

001 1{EMD AR
ooz
0013
0014

14l

SHL ADD ADD ADD ADD
TCCH ——DNP_DOB2

b OFType— — —
hLIL
Count—

chb+

kALIL
OnTirme— —
FRh3E—

kAL
O Time— —
TR777216

DOBS Samples :

OpType =1 (Pulse On),Count =1, On Time =5 Sec, off Time =0
, TCC = O(Nul)

DOBS Value = 327937

bEOOBS
op=1q0FType ——RTLN_DOB?_S5=327937
tco=04TCC
1qCount
ontime=5-0nTime
0qOfTime
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OpType = 2 (Pulse Off),Count =1, On Time =5 Sec, off Time =0
, TCC = 0(Nul)
DOBS Value = 327938

hKOOBS
op=2—0FType ——RTUN_DOB2_S5=3274933
toco=04TCC
1qCount
ontime=5-0nTime
I Time

OpType = 3 (Latch On),Count =0, On Time =0 Sec, off Time =0
, TCC = O(Nul)
DOBS Value =3

OpType = 4 (Latch Off),Count =0, On Time = 0 Sec, off Time =
0, TCC = O(Nul)
DOBS Value =4

OpType = 1 (Pulse On),Count =1, On Time = 10 Sec, off Time =
0, TCC = 1(Close)
DOBS Value = 655681

hIOOBS
op=1q0FType —RTILN_DOB2 S=6RRE81
tco=1TICC
14 Count
ontirme=100nTime
004 Time
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OpType = 1 (Pulse On),Count =1, On Time = 10 Sec, off Time =
0, TCC = 2(Trip)
DOBS Value = 655745

kEOOBES
op=1-0FType —RTILN_DOBZ_S=656745
too=2ATCC
1qCount
ontime=104CnTime
14O Time

Saving configuration and transfer to Controller

After setting Tag types and Address , save configuration from

Controller page . Right click on Controller page and Execute
Save ltem .

= DNP3 Master/Slave configurator for Beckhoff CX controller Ver 3.0.0 RC5 =x Eoh|F=T|
Controller | DNP Slave | DNP Master | About |

192.168.1.219

CATCTest\dnp

5184224111

New
Open ...
Save

Transfer to Controller

Transfer saved configuration to CX Controller by executing
“Transfer to Controller” ltem.
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Master RS485 Gateway Mode

If you want to connect CX controller to Slave Devices like
protection relays by RS485 network and using multi drop
connection, then you need to enable RS485 Gateway Mode.

Suppose you want to setup following configuration:

Beckhoff CX Controller
As DNP3 Master

DNP3 Over RS485

DNP3 Slave
Devices

At controller page enable Master and RS485 Gateway Mode :

192.168.1.177 5.46.239.133.11
CATCTest\dnpcfg2

801~ ]
H o0

Add all RTUs as TCP RTU . Select an internal port Number for
communication like 19000 and set RTU IP to 127.0.0.1 for all
Slave RTUS.
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Important Note: In Multi drop Mode Disable Unsolicited
communication .

= DMP3 Master/Slave configurator for Beckhoff CX controller Ver 3.0.0 RC22
Controller DNP Slave DNP Master About
iU New RTU

RTUName | Master ID | RTUID | Physical Layer | RTUIP | TCPPort | Serial Port | Baud Rate
» RTUT 1 3 TCP 127.0.0.1 19000 1 19200
I RTU2 1 4 TCP 127.0.0.1 19000 1 19200
» RTU3 2 5 TCP 127.0.0.1 19000 1 19200
I RTULM 10 6 TCP 127.0.0.1 19000 1 19200

In driver folder you can see pbsDnp2Rs485Gw.dl|

When vyou enable RS485 gateway Mode , above
pbsDnp2Rs485Gw .dll will load automatically . This DIl is
responsible for converting TCP to RS485 communication .
pbsDnp2Rs485Gw is listening to Port TCPPort ( you need to set
same port for all Multi drop RTUs in one network like 19000 in
above configuration ) and all RTUS should have IP 127.0.0.1

Serial port and Baudrate should be same for all RTUS in one
network . All other setting are same as TCP RTU connection .

Gateway Wait msec : because Gateway Mode is Master /Slave
and every request is started by Master and Slave devices should
answer to Master , so Slave device answer should not be In
multi-Application fragment . Buffer size for serial
communication is set to 2048 Bytes in pbsDnp2Rs485Gw.dll so
your device answer should not be more than 2048 bytes for any
Master request . Gateway Wait time is a time that driver is
waiting for getting answer from Serial Slave Devices .
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If your devices status are 31 in Master controller and not
moving to 100 which is online , you need to increase Gateway
Wait time .

Suppose you want to configure following system :

SET AS COM9
SET AS COM8

SET AS COM10

ok oo ooicoctort [ F 7]
e EEEEEEEEEE
W R T TE UE T TR TE 56 58 aw
MmO EE
88 45 A6 A6 66 A6 AL AL A LA K 6H -
B i msmmismmasmsmmas
008666606668 0060606068580880868_(8
"Qﬁ;i;ﬁ;i;ﬂ;_iigﬁgi:‘igﬁgmﬁi :
8815515518 610 516 615 8i0 o 8,618 616 816 81 |
B WU TR IE IR N R PN IE O OR
66 EEEEEE mm mm e A e
0866066066 HH6 660686688 =

7}
-
[0}
Q.

e

1
1
1
1
1
1
1 ~
| DNP3 Serial Slave-1 |'| DNP3 Serial Slave-1 || DNP3 Serial Slave-1 |

1
1
]

I 1

DNP3 Serial Slave-2 : DNP3 Serial Slave-2 DNP3 Serial Slave-2

I | | I
1
1

| DNP3 Serial Slave-3 '| DNP3 Serial Slave-3 | DNP3 Serial Slave-3 |

1
1

I - I I

1 1 1

DNP3 Serial Slave-4 ||| DNP3 Serial Slave-4 DNP3 Serial Slave-4

1
1

e

| DNP3 Serial Slave-5 |

Note : all RTUS that connect to one RS485 Port , Should have
same internal TCP Port for communication and all RTU should
have IP 127.0.0.1
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In following figure you can see configuration file for above
setup . TCP port 17000 Is set for COM8, 18000 is set for COM9
and 19000 is set for COM10 .

Controller DNP Slave DNP Master About
T New RTU

RTUName | Master ID | RTUID | Physical Layer | RTUIP | TCPPort | Serial Port | Baud Rate |
I RTULS 1 3 TCP 127.0.0.1 17000 8 9600
I RTU2_8 1 4 TCP 127.0.0.1 17000 8 9600
¢ RTU3 8 1 5 TCP 127.0.0.1 17000 8 9600
I RTU4_8 1 6 TCP 127.0.0.1 17000 8 9600
- RTUS 8 1 7 TCP 127.0.0.1 17000 8 9600
» RTU19 1 1 TCP 127.0.0.1 18000 ] 9600
» RTUZ2.9 1 9 TCP 127.0.0.1 18000 ] 9600
- RTU3 9 1 10 TCP 127.0.0.1 18000 ] 9600
I RTU4 9 1 11 TCP 127.0.0.1 18000 ] 9600
¢ RTUI_10 1 12 TCP 127.0.0.1 19000 10 9600
» RTUZ_10 1 13 TCP 127.0.0.1 19000 10 9600
- RTU3_10 1 14 TCP 127.0.0.1 19000 10 9600
v FATUA 10 1 i5 TEp 127001 19000 i0 5600

You can define maximum 8 separate RS485 network and at
each Network 10 RTU can be defined.
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7 -DNP Master Operation

SCADA
Master

DNP Slave RTUs

TwinCat Engineering
pbsWin32DNP3SCfg.exe
DNP Configurator

TC <——> DNP Kernel

TCP/IP

CX9000/8000 controller -

When DNP Kernel (pbsBecDnp3SV3.exe) is booting , it will read
Configuration from dnpscfg.xml file . DNP3 Master /Slave
configuration is in dnpscfg.xml.

DNP kernel will load DNP Master Library for each RTU that is
defined in configuration . Suppose you define 4 RTU as above
figure . then DNP Kernel will load 4 Separate DNP Master
Library to communicate with RTUS.

If communication is RS232 , then you can link one COM port of
CXtoone RTU.
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2025

— 1 TR—

= drpsil File Faolder
EFRTUL Filz Folder
RTLZ | File Folder

@ drpscfg 15.6KE ML Docurnent
= GentaciD SKB  Application

[ ITaskMar_arm 29B  Application
|iEEI"ISE 665 bytes  LIC File
pbsBecDMNPISY3 21KE  Application

You should have one RTUX folder in runtime folder (inside CX
Controller) for each RTU . means if you define 10 DNP Slave
RTU , then you should have RTU1 , RTU2,.. RTU10 folder in
Main DNP Folder . inside RTUX folder you should have
pbsDNPMCeiX.dll library . in above figure DNP Master Library
(DNPM) is equal to pbsDNPMCeiX.dll library .

DNP Kernel ( pbsBecDNP3SV3.exe ) is reading Input Tags from
pbsDNPMCeiX.dll library and Write User commands to them .

DNP Master License has different version based on Number of
DNP Slave RTUS that you want to connect to CX Controller .

DNP Master Library Sequence :

When DNP Master Library is loading to communicate with one
RTU, It will do following sequence :

( TCP Mode)
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- Try to Connect to RTU

- If connect, It will send Time Synch to RTU

- Send IP ( Integrity Poll ) command to RTU and read all
status of Tags and buffers from RTU

- If Enable Unsolicited is enabled : Send Enable Unsolicited
command to RTU

- If Enable Unsolicited is Disable : Send Disable Unsolicited
command to RTU

- If UNS is Disable , Send RBE based on Configuration
periodically to RTU and read Changes from RTU .

- Send IP to RTU to read all tags periodically .

- Send Time Synch Periodically.

- If there is no communication with RTU , Send Link Status
to check connection status

- If communication is disconnected , Try to connect again to
RTU .
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8 — millisecond Digital Input Gathering from ADS

From V3 RC20 you can transfer Digital Input Buffers with msec
time resolution to DNP Kernel. You need to define DIE tag type

and pass Tag Value and Time label from TwinCat to DNP
Kernel.

1- Define pbsDNPEvent as following :

EE TwinCAT PLC Centrel - plc.pro® - [phsDMPEvent]
!File Edit Project Insert Extras Online Window Help

e R e e N Ea e

0001 TvFE pheOMFPEwent
'a Data types DO02[STRIJCT

Eid (b [INPE vert [STRUCT) 0003  Tvalue: UDINT:
anog TLLow LIDINT ;
0005 TLHigh LDINT ;
OO0EEMD_STRUCT
Q0o7EMND_TYFE
anog
anog
a0
ant

TValue : Tag Value .Oor 1
TLLOW, TLLHigh : Low and High Value of Time Label .

2 — Define one Array for each DNP DI tag that you want to
transfer its event to DNP Kernel by ADS. Suppose you have 3 DI
Tags with DNP Address 1, 2, and 3 then define 3 Array as
following in TC :

0164
0165 OMNFEI_DN _Array CARRAYD.00] OF phsDMNFEWwent;
016k DMNFI_DIZ_Arra CARRAYD.00] OF phsDMNFEWwent;
0167 OMNFEI_DI3_Array CARRAYD.00] OF phsDMNFEWwent;
0165
0163
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3 — Use GETSYSTEMTIME FB in TC and get current time label for
your Tag and fill above Arrays.

11
GETSYSTEMTIME
firneLoDWr——CurTLow
tirmeHIDWHF—CurTHigh

You need to add GETSYSTEMTIME by Library Manager of
TwinCat :

fifi] File Edit Project Inset Extras Online Window Help

BS|E PSSR #e] % 5]

_ [TcBaselb 14503111403 FUNCTION_BLOCK GETSYSTEMTIME

$2h Resources TcSystem ib*7.6.16 10:01:22 AR_QUTPUT

B3 Glabal Variables Teltilities lib 3.2.16 165:08:58 timeLoDW . UDINT:
b Global Variables || |STANDARD LIE 5.6.98 11:03:02 timeHiDy . UDINT:
P TwinCAT_Canfigu END_WvAR

""" . ariable_Configur
B2 library STAMDARD LIE

------ . Global Y ariables 0

=
B0 frary TeSystem b 7.6 g_S[T);:N"DT[";"Bi z
Bl (20 fibrary T cUtilties.lib 3.2
e v . Ny o F_GetStucttdemberdlignment [FLIM]
({8 Alamn configuration ([ [ | © F_I0FortFisad (FUN]
""" m Library kanager -

F_I0Portwiite [FLIN] <
----- FE_PcWwatchdog (FB)
----- FB_Pciwatchdog_BAPI (FB)
----- FE_SetLedColor_BAPI (FE)
----- GETCPUACCOUNT (FB)
----- GETCPUCOUNTER [FE)
----- GETCURTASKINDEX [FE) GETSYSTEMTIME
----- GETSYSTEMTIME (FE]
_____ Cerrry [FB | fimeLoDW : UDINT|—

timeHiDW  UDINT—

----- LPTSIGHAL [FUN)
B[ UNSUPPORTED
----- F_CreatedmsNetld [FUN) v

iE POUs| ™3 Datat..| ) visual.. | @ Globa...|

..... m Log

""" PLLC Configuration

""" Sampling Trace

""" Task configuration

""" Q Watch- and Recipe M
""" '}@ Workspace

4 — Index 0 of Arrays is used for synchronizing between ADS and
DNP Kernel. Does not use index O for event.

Index 0, TagValue shows number of Events in Array

Index O, TLHigh is a Seq Number . Every time you want to
transfer buffer to DNP Kernel increase it by 1. When you reach
to 32000 then again set it to O.
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5 —In DNP Configurator you can see following tags :

,DMP3:DI 1_ARRAY ARRAY [0..100] OF PBSDNPEVENT 16448 1360 1212 DIE 1 1
.DNP3_DI2_ARRAY ARRAY [0..100] OF PBSDNPEVENT 16448 140 1212 DIE 1 2
.DNP3_DI3_ARRAY ARRAY [0..100] OF PBSDNPEVENT 16448 2572 1212 DIE 1 3

Set DNP Type for Arrays to DIE .please notice that you should
Defined DI tags with DNP address 1, 2, 3, in TC and

.

configurator.
_DNP3_DI1 BOOL
.DNP3_DI10 BOOL
.DNP3_DI2 BOOL
_DNP3_DI3 BOOL
.DNP3_DI4 BOOL
.DNP3_DIS BOOL
_DNP3_DI& BOOL

61489 1664 1 DI 1 1
61489 1673 1 DI 1 10
61489 1665 1 DI 1 2
61489 1666 1 DI 1 3
61489 1667 1 DI 1 4
61489 1668 1 DI 1 5
61489 1669 1 DI 1 6

Set Class and DNP Address of DIE Tags same as main DI Tags.

You can develop different TwinCat Application for filling DIE

Arrays. In This section we will show you very simple TC

application for this purpose.

Define two tasks in TC.

e 1N

B %3 Task configuration

B (20 fbrany TS ystem. b7 &
B3 libram Teltilities.lib 3.2
Alarm configuration

""" Q ‘watch- and Recipe M
""" I Warkspace

E Resources : ;
EJ-23 Global Yariables E‘ Standard

i@ Global_Varizbles o DIEMng():

- TwinCAT_Configu e MngySOE

. . ‘ariable_Configur, . DIEMngzDMNP:
B3 library STANDARD LIE & Simulate

b (@ Gilobal Variables 0 b sim{);

Taskattributes l

Hame: |S tandard

Priority(0.. 3] o
Twpe
* epclic
~
~
-

Fropertiez
Interval [e.g. 200ms):  |THIms [

Suppose Task Names are Standard and MngSOE . Standard Task
is responsible for detecting changes in DI Tags that you want to
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have SOE. If you need to have 1 millisecond resolution, you
need to set Task Cyclic time at least on 1 msc.

Standard Task is detecting changes in DI tags and buffer them in
DIE arrays.

MngSOE Task is transferring Buffers to DNP3 Kernel .

We consider 100 buffer for each time transfer from TC to DNP
Kernel . So you need to set cyclic time of MngSOE based on
time resolution that you need.

Suppose one physical Digital input Signal is changing every 5
msec in pulse format . So 200 changes you have in 1 sec .
Then you need to set MngSOE cyclic task to less than 500 msec
,for example 400 msec is enough.

Global Variables in TC :

Suppose we want to have SOE for 3 DI Tags . So you should
define following Variables in Global Tags of TwinCAT:
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DMP3I0DN _Array  ARRAYTD.100] OF phsDMNPEwent;
DMP30IZ_Array  ARRAYTD.100] OF phsDMNPEwent;
DMP3I0IE_Array  ARRAYTD.100] OF phsDMNPEwent;
tOMF30N _Array_index LUDINT =1;
tOMP30N2 _Array_index IDINT:=1;
tOMP3I0NE _Array_index IDINT:=1;

Fhy D11 - BOOL (*Should be link TO Fhysical Signal®)
FhyDI_0id : BOOL;

Fhy D12 - BOOL™Should be link TO Fhysical Signal®)
PhyDI2_0ld : BOOL]

Fhy D13 BOOL™Should be link TO Fhysical Signal®)
FhyDI3_0Id : BOOL;

DNP3DI1_Array is Buffer of Values and Time labels for DI1 Tag.
Maximum 100 events can be transfer to DNP Kernel on each
transfer.

tDNP3DI1_Array_index is internal tag for TC ( no need to
transfer to DNP Kernel ) and Shows current index in
DNP3DI1_Array.

PhyDI1 Variable should map to physical Digital input Tag that is
gather from DI card.

PhyDI1_Old is used for detect changes of PhyDI1 Tag.

ST program for Standard Task:
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FROGRAM DIEMNG
A

11 GETSYSTEMTIME:
EMD_WaR

£

IF PhyDIT_0ld <> PhyD THEN
PhyDI_Old :=PhyDI1;
DNP3_DIT:=PhyDI1;

IF {DNP3DI_Amray_index<33 THEN

IF PhyDI=TRILE THEM
OMFI0N _AraytONF3I0N _Aray_index] Twalue =1;
ELSE
OMFI0N _AraytONF3I0N _Arasy_index] Twalue =0;
EMD_IF
10
DMF30N _ArrayIOMFI0N _Arrey_index] TLLCWY =t1 timelLoDhh,
DMNPI0N _ArraytOMNP3I0N _Array_index] TLHigh =t1 timeHiDW;
tOMF30N _Array_index =tOMNF30N _Array_index+1;
EMND_IF
EMD_IF

For each DI tags, you should have above code .At each cycle of
Standard Task, changes of Digital input Tags is detect. If it is
changed, current time is get from Controller and Value of DI
Tag and time is placed in DIE array and Array Index is increase

by one.

Please notice that you need to update both DI and DIE tags, DI
is used only for class 0 and DIE is used for class1/2/3

ST program for MngSOE Task:
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2vAR
JEMND_WAR

£

IF tDMNP3I0DN _Array_index »1 THEM
DMNP3DN _Array[0]. TValue =tDNP3I0DN _Array_index;
DMNP3I0DN _Arran 0] TLHigh ;= DNP3I0DN _Array 0] TLHigh+1;
tOMF30N _Array_index = 1;

jF"F’LDGFﬁAM DIEMngZDMNF

ELZE

IF DNP3DIT_Array[0] TLHigh > 32000 THEN
DNP3DN_Array[0] TLHigh = 0;
END_IF
END_IF

.0 e LSS S8 8 0 ¥ LS LSS = IS N el Y |

Again for each DIE tag you need to develop above code for
Transferring Buffer to DNP Kernel.

If Array Index is bigger than 1, Index O of array will fill by
proper values and array Index is reset to 1 . Please notice that
Index O is used by DNP Kernel and you should always use from
index 1 for buffering.

You can define specific Function Block to make mse transfer to
DNP Kernel easier:

Define pbsDIEStruct as following:

0001 Tv'FE phsDIEStruct ;
{3 Data types D00Z/=TRUCT
st DI Sitruct (STRUCT) 0003 FhyDl_Old : BOOL:
- B8 hsDNPE vent [STRUCT) goo4 Array_index INT :=1;
0ons Fun_Mur M
QOOEEMND_STRUCT
QOOF|END_TYPE

noog|
nrno
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Define Following global tags, suppose you want to Manage DIE
for 10 DI tags:

0001[AF_GLOBAL
0002
0003 DNP3_DITAT %0*: BOOL:
0004 DNP3_DIZ AT %0*:BOOL
0005  DNP3_DI3 AT %0*:BOOL
0006  DNP3_DI4AT %0*:BOOL
0007 DNP3_DIS AT %0*: BOOL
0008  DNP3_DIB AT %0*: BOOL
0008  DNP3_DI7 AT %0*:BOOL
0010  DNP3_DIB AT %0*: BOOL
0011  DNP3_DI9 AT %0*: BOOL
0012  DNP3_DITOAT %0*: BOOL
0013

0014  DNP3DI_Array | ARRAY].100] OF phsDNPEvent
0015  DNP3DIZ_Array | ARRAY]0.100] OF phsDNPEvent
0016  DNP3DI3_Array | ARRAY]0.100] OF phsDNPEvent
0017  DNP3DI4_Array | ARRAY]0.100] OF phsDNPEvent
0018  DNP3DI5_Array | ARRAY]D.100] OF phsDNPEvent
0019  DNP3DIG_Array | ARRAY]D.100] OF phsDNPEvent
0020  DNP3DI7_Array | ARRAY]D.100] OF phsDNPEvent
0021  DNP3DIE_Array | ARRAY]D.100] OF phsDNPEvent

0022  DMNP3DI9_Array : ARRAY]D.100] OF pbsDNPEvent
0023  DNP3DN0_Array : ARRAY]D.100] OF pbsDNPEvent
0024
D025  DIE_Armay : ARRAY]0.10] OF phsDIE Struct
0026
0027  PhyDISimu :ARRAY]0.10] OF BOOL:
D0ZEEND_VAR

Define DIE_FB as following:

!File Edit Project Insert Extras Online Window Help

Jell=21] % [B| 3 |Bo 8]

Q0M|FUNCTION_BLOCK DIE_FB

3 POUs Dozl ar_INPUT

o 0003  Phy DI BOOL;
o [dF] MAIN [PRG) 0004  TransZDRP:INT;
(3 sim PRG) 0005  MinEufiZDNP INT:

OO0GEMD VAR

Qoo?WAR_QUTPLUT

goag DMNP_DI:BOOL

ooong DMNFDI_Array : ARFAYT0.100] OF phsDNFEvent:
o010 DIEOh] : ph=DIEStruct;

DO EMND _WAR

oot & AR

0013 t1: GETSYSTEMTIME;

D 4EMND VAR

o015,

-
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DO0I[FUNCTION_BLOCK DIE_FE
3 POUs D002 AF_INPUT
= 0003  Phy_DI:BOOL

[ MaIN (PREG) [ilNE Trans2DMPINT:
t[8] sim (PRG) nong MinBuffZDNP INT;
NO0B|EMND_WAR

<

000|ONF_DI =Phy_DI:

0002(IF DIE Obj.PhyDI_Old <>Phy_DI THEM
0003 DIEQh].PhyDI_Old :=Fhy_DI;
00o4 IF DIECh].Array_index<33 THEM

00os IF Phy_DI =TRLUE THEM

0008 DHPDI_Array[DIEObj.Array_index] Tvalue :=1;

o007

0008 ELSE

aaog DMHPDI_Array[DIEOB]. Array_index]. Tvalue :=0;

0010 EMND_IF;

0011 i

0012 DNFPDI_Array[DIEOb] Array_index] TLHigh =t1 timeHiDW.
0013 DNFDI_Array[DIEOb] Array_index] TLLOW :=t1 timeLoDW.
0014 DIEDK] Array_index :=DIEO] Array_index+1;

0015 END_IF;

O01B{EMND_IF;

0071 7{|F DIEOL].Run_Num> Trans2DNF THEMN
0015 DIEOh] Fun_MNurm :=0;
0014 IF DIE Cbj.Array_index>tdinBuffZDNE THEM

0020 DNFDI_Array[0] Tvalue :=DIEOhj.Array_index;
0021 DMNFDI_Array[0].TLHigh := DNPDI_Array{0] TLHigh+1:
0022 DIEOh] Array_index = 1;

0023 ELSE

0024 IF DNPDI_Asray{0]. TLHigh > 32000 THEM
0025 DMNFDI_Array[0]. TLHigh = C;

0026 EMD_IF

0027 EMND_IF;

O028{END_IF:

0023DIEOR].Run_MNurm :=DIEOh] Run_Nurm+1;

0030

Define one FBD program and put 10 DIE_FB Function Block and
link tags as following :
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B8] BISISIEIE »1% Sl [ < sl

0005 dnpfb0: DIE_FE:
3 POUs 000  dnpfbl: DIE_FE]
i DIE_FB [FE] 0007 dnpth?: DIE_FB:;
@ MalN [PRG] anool=hir e
Bl 1Y =) <
2] sim (FRG] ——
2 0no1
dnpfbl
DIE_FBE
PhyDISimu[i]-Phy_DI DMP_DI DNP3_DI1
10qTransZDMNP DMNFDI_Array—DMNP3IDN _Array
5-MinBufiZDNP DIEObj—DIE_Array[0]
onoz
dnpfbl
DIE_FBE
PhyDISimu[1]-Phy_Dl DMP_DI DNP3_DI2
104Trans2DMNP DMNPDI_Array—DMNP3DIZ_Array
5 MinBufiZDNP DIEObj—DIE_Array[1]
0no3
dnpfb?
DIE—FB ........
PhyDISimu[2]—Fhy_DI DNFE_DI DMNP3_DI3 ¢
10qTrans2DMF - DNFDI_Array—DOMNP3IDIE_Array
5 MinBufiZDNP DIEObj—DIE_Array[?]
Define 1 mses Task and link above FBD to task:
B2|E| 0SSR %I W
32, Resources B TaSL? configuration 2 Taskattributes |
423 Global Variables @ Stondard
b @ Global Variables 5] MAING: Hame: [Standard
; . TwinCAT_Configuration B Simulate . ) 0
. ‘ariable_Configuration [W4 s sim{; (0.3 I
B3 library STAWDARD.LIB 5.6.98 ~Type
B3 library TcSystem lib 7.6.16 10: & cyclic
E-0 library TcUtilites. b 3.2.16 15: r .
78] Alarm configuration II%EWhEEHng
..... m Library Managsr  tiggered by gvent
""" m Log ] ) € tiggered by external event
""" PLC E.onflguratlon Fepaits
ampling Trace ’7 Interval [e.g. tH200ms): ITiﬂ ms IE
-~ ekl hfiguration
""" Q ‘wiatch- and Fecipe Manager
""" }@ Workspace
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9 — KepwareEX DNP Connection Guide

In this part, we will see how to connect Beckhoff RTU as DNP
Slave to KepwareEX over TCP connection.

The Kepware Server version that is used is V6.4.321, but DNP
connection concepts are the same for the older version.

First of all, there is a Beckhoff ADS driver in KepwareEX that is
used for communication with Beckhoff Systems based on
Beckhoff ADS protocol. We are not talking about this driver and
if you configure this driver, the DNP Configurator couldn’t read
tags from RTU.

1-In KepwareEX Configurator , Right Click on Connectivity
object and add new channel .

X

File Edit VYiew Tools Runtime Help
1= & & &~

=I-f&H] Project

g |
Chz
BNV Connect= :
+{'} Data|ﬁ} Mew Channel | (
£ dnpct £

+§} Simulation Examples

2 — From Driver List Select “DNP Master Ethernet”. If it is not
installed , you need to install DNP driver package on
Kepware Server .
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3 — Select default parameters of channel and set destination
host IP address equal to beckhoff RTU IP address.

() Add Channel Wizard

Specify the protocol that should be used for communicating with the DNP outstation, A
Protocol:

I

Specify the port used to receive LUDP traffic. Configuring this will bind the master ko the
specified port,

Source Pork:

0 @

Specfy the destination IP address or hostname.

Destination Host:

[192.168.1.74 | @

Mext || Cancel |

TN I &N RN 1 RN £ N {3 T i}
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4 - At end, you can see channel parameters like following

page:
| x|
() Add Channel Wizard
= Identification
MName dnpch2
Description
Drriver DOMP Master Ethemet
= Diagnostics
Diagnostics Capture Disable
= Bthemet Settings
MNetwork Adapter Default
= Write Optimizations
Ciptimization Method Write Only Latest Value for All Tags
Diuty Cycle 10
= Non-Nomalized Hoat Handling
Floating-Point Values Unmaodified
= Channel-Level Settings
Virtual Metwark Mone
Transactions per Cycle 1
= Glebal Settings
Networls Mode Load Balanced
= Communications
Protocol TCP
Source Port 0
Destination Host 192.168.1.74
DesiratonPor A :
= Timing
Connect Timeout s) 3
Response Timeout (ms) 10000
M Link Layer Retries 3
Destination Port
Specify the destination port.
| Finizh | | Cancel |

If you use different TCP port for DNP you need to set in
Destination Port field. Click on Finish to add DNP channel to
configuration.
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5 — In this Stage, Add a device to channel. Set device name
and use default parameters until you reach to set DNP
Address page:

() Add Device Wizard

Specify the 16-bit address for the DNP Master (this device). ~
Master Address:

.

Specify the 16-bit address for the DNP Slave (remote device).

Slave Address:

ENE]

Specify the amount of time in which a command must be completed once it is transmitted.

Request Timeout (msec):

Er—l

| Mext || Cancel |

Set Master and RTU Address same values that you set before
in Beckhoff DNP Configurator .

6 — In next page, you need to set how Kepware is reading
data from RTU . You can read data by sending periodic class
read request, like following page:
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Spedify the amount of time between each poll for event data changes.
Class 1 Paoll Interval:

L le

Spedfy the polling interval resolution.
Class 1 Poll Interval Resalution:

|Seconds v | @

Specify the amount of time between each poll for event data changes.
Class 2 Poll Interval:

@ Je

In Above setting Kepware is reading event changes every
second and not sending any request for class 2 and 3.

7 — In next page you need to set how to send integrity poll to
RTU.

Spedfy the polling interval at which a complete data retrieval is requested from the DMNP ~
slave device. To turn off integrity polling enter a value of zero (D).

Integrity Poll Interval (g):

EI

Spedfy if integrity polls should be performed whenever the master restarts.

Issue Integrity Poll On Restart: 1

e @ |

Spedfy if integrity polls should be performed whenever the slave comes online. —
Issue Integrity Poll On Slave Online:

)

Next || Cancel

www.pbscontrol.com Page 93
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8 — In next page you need to set unsolicited communication.

() Add Device Wizard

Spedify if unsolicited messaging is allowed for Class 1data. -~
Unsaolicited Mode Class 1:

T

Specify if unsolicdited messaging is allowed for Class 2 data.

Unsaolicited Mode Class 2:

ol

Specify if unsolicdited messaging is allowed for Class 3 data.
Unsolidted Mode Class 3:

e @

w

|
et ] [ ] |

For proper communication with RTU , master should send
class data request and IP periodically or enable unsolicited (
to send changes by RTU ) and send IP periodically .

For our test , we disable unsolicited communication and just
read classl every sec and send IP every 30 sec.

9 — Use default parameters for other pages until you reach to
setting command parameters page, In this page you can set
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Direct Operate or Select before Operate . Always disable
[ x]

() Add Device Wizard

Specify whether the writable 10 points use the Direct Operate or Select then Operate ~
sequence,

Operate Mode:
|Direct Qperate w | @

Specify if a feedback poll should occur after an operate.
Feedback Poll After Operate:

e V@

Spedify if timestamp tags should display time in local time instead of UTC time.
Timestamp To Local Time:

ra—l

W

| Mext | | Cancel

“Feedback poll after operate “.

In this page you can set time based in RTU and Master, is it
Local or UTC? You need to set same parameters for Master
and RTU.

10 — In next page you can see all parameters. Click on
Finished to add device to channel.

11 — In this stage you should add DNP tags to device. Right
Click on device and add new tag. You will see following page:
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B Property Editor - dnpch.Device1.Tagdi1 x|
Property Groups = Identification
General Mame Tagdil
Scaling Description
=l Data Properties
Address 1.2.1.Value
Data Type Byte
Client Access Read Only
Scan Rate ims) 100
ok [ G ][ e |[ e

For setting Address you should use following format:
Groupcode.Variation.Address.Value

For adding DI tag use address as following as an example :
1.2.1.value

1 = DNP Group code

2 =Variation, read by flag

1 = DNP Tag Address
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For adding Al tag with DNP address 1 use following setting:

ex Property Editor - dnpch.Devicel.TagAl1l
Property Groups - Identification
General MName TagAll
Scaling Description
=I Data Properties
Address 30.2.1 Value
Data Type Short
Client Access Read Onhy
Scan Rate (ms) 100

Address Format :

30.2.1.Value

30 = DNP Analog Group

2 = 16 bit variation

1 = DNP Tag Address

Set Data Type on Short and Client access on Read Only.

For reading Fl tag from RTU with address 101 use following

setting:
ex Property Editor - dnpch.Device1.TagFl1
Property Groups -l Identification
General MName TagFI1
Scaling Description
= Data Properties
Address 30.5.101 Value
Data Type Float
Client Access Read Onhy
Scan Rate (ms) 100
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Address Format:

30 = DNP Analog Group

5 = float variation

101 = DNP tag address
Data Type = Float

Client Access = Read Only

For Defining DOB , AOB and FOB tags you should define DO,
AO and FO tags with same address of DOB , AOB and FOB in
RTU, otherwise in Kepware AOB and DOB tag quality is BAD.

For defining AOB in Kepware you need to use Group 40 :

ex Property Editor - dnpch.Device1.TagAOB1
Property Groups =l Identification
General Mame TagAOB1
Scaling Description
=l Data Properties
Address 40.1.1 Value
Data Type Long
Client Access ReadWirite
Scan Rate (ms) 100

Variation 1 is 32 bit Written (Long) and variation 2 is 16 Bit
(Short) Written and variation 3 is Floating Point Written.

For Written as Floating Point you should define FOB tag in
RTU.
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For writing as short value to RTU you should use variation 2:

Scaling

Property Groups = Identification
General MName

TaghAOEB2
Description
= Data Properties
Address 40.2.1 Value
Data Tvpe Short
Cliernt Access Read Write
Scan Rate (ms) 100

For writing as float , use variation 3 :

Property Groups
General
Scaling

= Identification
MName TmpFOB200
Description

= Data Properties
Address 40.3.200 Value
Data Type Float
Client Access Read/Write
Scan Rate (ms) 100

For DOB you need to use Group 10 variation 0. from Kepware

documentation

o
To perform digital control operations (such as electro-mechanical

relays) at binary output points using object group 12, variation 1, use tags addressed with object
group 10. An operation on an object group 10 tag issues the CROB command using object group 12,

variation 1.”

Property Groups
General
Scaling

= Identification
MName TagDOE1
Description

= Data Properties

1001
Data Type Boolean
Client Access Read/Write
Scan Rate (ms) 100

www.pbscontrol.com Page 99
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Look at following tags that is defined in TwinCat :

DHNP3_DO1 AT %0 BOOL;
DNF3_DOz AT %0 BOOL;
DNP3_DO3 AT %0 BOOL:
DMNF3_D04 AT 220" BOOL
DNP3_DOE AT %0 BOOL;
DNF3_DOE AT 20" BOOL;

DHNP3_ADT AT =0 DINT;
DNP3_ADZ AT =0 DINT,
DNP3I_ADIAT =0 DINT;
DMNPI_ADG AT 20 DINT:
DHNP3_ADEAT =0 DINT;
DNP3_ADEAT =0 DINT;

DHP3_DOBT AT 2/: BOOL
DNF3_DOBZ AT Z<f*: BOOL
DNP3_DOB3 AT %2*: BOOL
DHNPI_DOB4 AT %[ BOOL
DHNP3_DOB5 AT 2f*: BOOL
DHNF3_DOBE AT %<*: BOOL;

DNP3_ADBT AT % DINT;
DNF3_ADEZ AT %I DINT;
DNP3_ADB3 AT I DINT:
DMNFI_ADE AT 2 DINT.
DNP3_ADBE AT % DINT;
DNF3_ADBE AT 2 DINT;

AOB Definition in DNP Configurator :

Active | Tag Name: | Tag Comment | Type | Group | Group Offset | Grouplen | DNPType | DNPClass | DNPAddress
.DNP3_AOB1 DINT 61472 0 4 ADB 1 1
.DNP3_AOB10 DINT 61472 36 4 AOB 1 10
.DNP3_ADB2 DINT 61472 4 4 ADB 1 2
.DNP3_ADB3 DINT 61472 8 4 AOB 1 3
.DNP3_AOB4 DINT 61472 12 4 AOB 1 4
.DNP3_ADBS DINT 61472 16 4 ADB 1 5
.DNP3_ADB6 DINT 61472 20 4 ADB 1 6
.DNP3_AOB7 DINT 61472 24 4 AOB 1 7
.DNP3_ADB8 DINT 61472 28 4 ADB 1 8
.DNP3_AOB9 DINT 61472 32 4 AOB 1 9

AO definition in DNP Configurator :
‘DNP3AGT DINT BidgH pisv] i A i i
.DNP3_AD2 DINT 61488 256 4 AD 1 2
_DNP3_AO3 DINT 61488 260 4 AD 1 3
.DNP3_AD4 DINT 61488 264 4 AD 1 4
_DNP3_AO5 DINT 61488 268 4 AD 1 5
.DNP3_ADE DINT 61488 272 4 AD 1 6
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DOB Definition in DNP Configurator :

Active | Tag Name | Tag Comment | Type | Group | Group Offset | Grouplen | DNPType | DNPClass | DNPAddres:
_DNP3_DOB1 BOOL 61473 320 1 DOB 1 1
DNP3_DOB10 BOOL 61473 329 1 DOB 1 10
DNP3_DOB2 BOOL 61473 321 1 DOB 1 2
DNP3_DOB3 BOOL 61473 322 1 DOB 1 3
DNP3_DOB4 BOOL 61473 323 1 DOB 1 4
DNP3_DOB5 BOOL 61473 324 1 DOB 1 5
DNP3_DOB6 BOOL 61473 325 1 DOB 1 [
DNP3_DOB7 BOOL 61473 326 1 DOB 1 7
DNP3_DOB8 BOOL 61473 327 1 DOB 1 8
DNP3_DOB9 BOOL 61473 328 1 DOB 1 9

DO definition in DNP Configurator :

‘DNP3 DOT BOOL 61489 7508 i [} i i
_DNP3_DO2 BOOL 61489 2209 1 DO 1 2
_DNP3_DO3 BOOL 61489 2210 1 DO 1 3
_DNP3_DO4 BOOL 61489 2n 1 DO 1 4
_DNP3_DOS BOOL 61489 2212 1 DO 1 5
_DNP3_DO6 BOOL 61489 2213 1 DO 1 6

Please notice that in TwinCAT you should map DOB value to

DO and AOB to AO as following sample :

0080DMP3_DO1 =DNF3_DOB1;

0091|OMP3_D0OZ =DMNP3

_DOEBZ:

0092|DMF3_DO3 =DNF3_D0OBI:

0093 DMP3_DO4 =DNF3_DOBA;

0094 0rP3_DOs :=DNPI_DOBE:

0045
00498

009ADNPI_ACT =DMNPI_ADBT:
0098 DMP3_ADZ =DMNF3_ADBEZ:
0099 DMP3_ADS =DNF3_ADEB3S;
0100[DMNP3_ACY =DNPI_ADB4:
0107|DMP3_ADS =DMNF3_AOBS:

0102

For FOB and FO you need to define tags as following sample
in TwinCAT :

DMF3_FOB1 AT %2
DOMPI_FOB2 AT 501
DMNF3_FOB3 AT 2

DMF3_FO1 AT o0
DMP3_FO2 AT 200
OMPI_FO3 AT 220
DMF3_FD4AT o0
DMP3_FOLR AT 20

REAL
REAL
REAL

REAL:
REAL;
REAL:
REAL:
REAL;
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And in configurator you need define tags as FOB and FO as
following sample:

DNP3_FO1 REAL 61488 280 4 o i
_DNP3_FO2 REAL 61488 284 4 FO 1
_DNP3_FO3 REAL 61488 288 4 FO 1
_DNP3_FOB1 REAL 61472 52 4 FOB 1
_DNP3_FOB2 REAL 61472 56 4 FOB 1
_DNP3_FOB3 REAL 61472 60 4 FOB 1
_DNP3_FO4 REAL 61488 292 4 o 1
_DNP3_FO5 REAL 61488 296 4 FO 1

And finally map FOB to FO tags in TwinCAT:

0109
D0DOMNFI_FOT =DMNFP3I_FOBT;
MI0SDMNF3I_FOZ =DMNF3I_FOBZ;
M 06OMPI_FOT =DMNPI_FOB;

_
—
=
=

When you reinitialized kepware Server and connect by any
OPC Client, you can see device tags as following image:

] UFL UUICK LIIent - unttea =
File Edit View Tools Help
DM ere & ®
B+ Kepware.KEPServer | ltem ID Data Type Value Timestamp | Quality Update Col
@ dnpch.Devicel._AuthCurrentUserNumber ~ Word 1 19:40:30.257 Good 1
@ dnpch.Devicel._ChannelResponseTimeout  DWord 10000 19:40:30.257 Good 1
@ dnpch.Devicel._DestinationHost String 192.168.1.74 19:40:30.257 Good 1
@ dnpch.Devicel,_DestinationPort Word 20000 19:40:30.257 Good 1
@ dnpch.Devicel._DeviceRequestQueueDepth  DWord 0 1%:40:30.257 Good 1
@ dnpch.Devicel._DeviceRequestTimeout DWord 30000 19:40:30.257 Good 1
@ dnpch.Devicel._EventClass1Pollinterval DWord 1 19:40:30.257 Good 1
@ dnpch.Devicel._EventClass2Pollinterval DWord 0 19:40:30.257 Good 1
@ dnpch.Devicel._EventClass3Pollinterval DWord 0 19:40:30.257 Good 1
@ dnpch.Devicel._IntegrityPollinterval DWord 20 19:40:30.257 Good 1
@ dnpch.Devicel,_MasterAddress DWord 1 19:40:30.257 Good 1
@ dnpch.Devicel._Protocol Byte 0 19:40:30.257 Good 1
@ dnpch.Devicel._Slavelddress DWord 3 19:40:30.257 Good 1
@ dnpch.Devicel._SourcePort Word 0 19:40:30.257 Good 1
) @ dnpch.Devicel._TimeSyncStyle Byte 1 19:40:30.267 Good 1
/23 dnpch.Devicel (¢ 400 h Devicel TagAll Short 14065 20:37:07.301 Good 69931
npch.Devicel. |3 dnpch.Devicel TagAOB1 Long 123 15:53:36.253 Good 17
imulation Bxar |¢7) dnpch.Devicel Tagdil Byte 129 16:06:57.874 Good 70381
imulation Exar |¢7 dnpch.Devicel TagDOB1 Boolean 1 15:53:36.253 Good 17
imulation Exar |3 dnpch.Devicel TagFl1 Float 44164.1 20:37:07.319 Good 70061

imulation Exar

Please notice that you do not need to define AO and DO tags
in Kepware . Kepware Server Will show value of DO and AO
tags in DOB and AOB Tags .
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For Writing to AOB and DOB Select Tag and right click and
select Synch Write :

w2 QNPCLUEVICE | _ | IMESYNCITYIE ByTe 1 IS uooa I
1 @ dnpch.Devicel. Taghll Short 14197 20:3%:19.339 Good 70063
Bk dnpch.Devicel TagAOB1 15:53:36.253
" |¥3 dnpch.Devicel.Tagdil Byte 129 16:08:09 Mew ltem...
r |@ dnpch.Devicel.TagDOB1 Boolean 1 15:53:3¢ .
- Set Active
r ¥ dnpch.Devicel.TagF1 Float 44578.6 20:3%:19
r Set Inactive
Synchronous Cache Read
Synchronous Device Read
| Synchronous Write...
me | Event . . -

Enter new value for Tag and click on ok or apply .

tl|ass1Pollinterval L'Word 1 BT oo 1
tC Synchronous Write

tC
i
=y Item 1D | Current Walue | wiite Walue |
ac @ drpch.Devicel. TaghOB1 123 |4551 | Apply
=4

Ce

oK

g

Cancel

25y
11
OH

Current value of tag in above example is value of AO tag that
is read from RTU by Kepware Server and Write Value will
send to RTU by DirectOperate Command .

After Kepserver wrote Value to RTU and server read AO
feedback , then tag value will changed to Write Value.

SEUNPUILUEVILE L, TITTIEXY T30 DyLe 1 [R= P AP Juou 1

@ dnpch.Devicel.Taghll Short 14554 20:45:56.352 Good 70457
Bk dnpch.Devicel. TagAOB1 16:12:53.265
" |@ dnpch.Devicel.Tagdil Byte 1 16:15:46.874 Good 70309
" | dnpch.Devicel.TagDOB1 Boolean 1 15:53:36.253 Good 17
' |2 dnpch.Devicel.TagFI1 Float 45825.2 20:45:56.371 Good 70587
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10 — DNP Master Specification

- Following DNP Functions are not Supported in V3 RC5 :
File Transfer , Group 0, Data Set, Virtual Terminal

- RS485 Mode is not supported. ( no Collision Avoidance )

- Receiver Inter character Timeout : Not Checked

- UDP Datagram is not supported

- Confirmation in Data Link Layer is always Off .

- Group 12 (DOB) and 41 (AOB) Tags are sending one tag
Per frame . Multiple Command in one Frame is not
supported.

- Supported Qualifier :

o Prefix0 Range0,1,2
o Prefix1 Range 7,8,9
o Prefix 2 Range 7,8,9
o Prefix3 Range 7,8,9

- Supported Groups :

o DI Group 1, Variation 1,2,3
o DI Group 2 : Variation 1,2

DPI Group 3 : Variation 2

DPI Group 4 : Variation 1, 2

DO Group 10 : Variation 1,2

DO Group 11 : Variation 1, 2

DOB Group 12 : Variation 1

CNT Group 20 : Variation 1, 2,5,6

CNT Group 21 : Variation 1,2,5,6,9,10

O O 0O O O O O
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o CNT Group 22 : Variation1,2,5,6

o CNT Group 23 : Variation1,2,5,6

o Al Group 30 : Variation1,2,3,4,5,6
o Al Group 32 : Variation 1,2,3,4,5,6,7,8
o AO Group40 : Variation 1,2,3,4

o AOB Group 41 : Variation 1

o AO Group 42 : Variation 1,2,3,4,5,6,7,8

11 - UTC Time Operation

When you want to send the time information of DNP tags to a
master in UTC format, you must select the "Use UTC" box in the
project configuration.

Centroller | DNP Slave | DNP Master | About |

5.46.239.133.1.1

When "Use UTC" is enabled, the RTU will send all time tag
information in the UTC standard, regardless of what time zone
is selected in the RTU. Also, the RTU expects the Time Synch
command from the master to be in UTC format.
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In the following example, we define 16 DNP Tags for CX
controller and enabled UTC.

§ File Edit Project Insert Extras  Online Window Help

3|8 BI@IEIEAT %% # B/
5 0001vAR_GLOBAL
& Resources oonz
33 Global Variables 0ao3 DMNP3_AIT AT 20=DINT;
: Global W ariables 0oo4 OMP3I_AIZ AT 220=DINT;
TwinCAT_Configuration 0005 OMP3I_AIT AT 20 DINT;
- { Variable_Configuration (v gggg Bmgg—i:g i¥ :ﬁ’g:gm$
121 library STANDARD LIB 55,98 — 2QDINT.
3 ;u:;i P D00  DMNP3_AIG AT %0*DINT:
— d 0009 DMPI_AIT AT S0*DINT.

(i) Library Manager 0000  DNPI_AIS AT %0*DINT:
m LDg o0l
i8] PLC Configuration 0012,

@ Sampling Trace 0013 DHP3_DN AT %20*BO0L;
= Task configuration 0014 DrP3_DI2 AT %:0%BO0L;
Q ‘Watch- and Recipe Manager 0015 DHP3_DI3 AT =0*BO0L;
3% ok space 0016 DHP3_DI AT =20*BO0L;
0017 DMHP3_DIs AT 20*BO0L:
0018 DMP3_DIE AT 20*BO0L:
0019 DMP3_DI7 AT %:0*B00L:
0020 DrP3_DI8 AT 2:0*B00L:

0022 DMNP3I_SYS AT %%DINT;
0023 DMNFI_WDTAT %I*:DINT;I

0OZ5END_vAR

DNP Project is as following:
Controller| DNP Siave | DNP Master | Abou |

Slavel Slave? Slave3 Slaved Slaveb Slave6 Slave/7 Digital -Variations Analog Variations

Active | Tag Name | Tag Com... | Type | Group | Group Off.._ | Grouplen | DNPType | DNPClass | DNPAddr.
_DNP3_AI1 DINT 61488 0 4 Al 1 1
_DNP3_AIZ DINT 61488 4 4 Al 1 2
_DNP3_AI3 DINT 61488 8 4 Al 1 3
_DNP3_Al4 DINT 61488 12 4 Al 1 4
_DNP3_AIS DINT 61488 16 4 Al 1 5
_DNP3_AIG DINT 61488 20 4 Al 1 [
_DNP3_AI7 DINT 61488 24 4 Al 1 7
_DNP3_AIS DINT 61488 28 4 Al 1 8
_DNP3_DI BOOL 61489 256 1 DI 1 1
_DNP3_DI2 BOOL 61489 257 1 DI 1 2
_DNP3_DI3 BOOL 61489 258 1 DI 1 3
_DNP3_DI4 BOOL 61489 259 1 DI 1 4
_DNP3_DIS BOOL 61489 260 1 DI 1 5
_DNP3_DI6 BOOL 61489 261 1 DI 1 [
_DNP3_DI7 BOOL 61489 262 1 DI 1 7
_DNP3_DI8 BOOL 61489 263 1 DI 1 8
_DNP3_SYS DINT 61472 0 4 5YS 1 1
‘DNE3 WDT DIl Bi47 i q WDT 1 i




October

2025 BECKHOFF DNP3 MASTER/SLAVE DRIVER MANUAL

Fop DNP master tester, you can use pbsFDT. Download pbsFDT
from web site and connect to RTU as following image:

. pbsControl Free DMNP3 Tester V1.0.0 RC3
Connecion Read | G12 | MutiG12| G41 | Parameters | Fiter | About |

Physical Layer 1cp o

RTUIP 192.168.1.38
TCP Port 20000
RTUID ER—

|

Master ID
COM Port COM1 i
BaudRate 9600 32

Auto Clear List |10000

[] Pause List Use UTC
Connect

Connect

RTUStaws [0 |

|

At connection tab select RTU IP, port and other parameters and
select “Use UTC” Option. Then click on Connect Button.

If you have setup everything properly , FDT will connect to
RTU and changing RTU Status to 100 that means FDT got Data
from RTU .

“% pbsControl Free DNP3 Tester V1.0.0 RC3
Connection Read | G12 | MutiG12| G41 | Parameters | Fiter | About | st Frames

RTU s Disconnected OK+

RTU s Connected OK+

Physical Layer 1cp - ltem=1 DNP Address=1 Group=1 Varistion=2 Fag=1 Value=D Time=8/27/2022 11:23:10 AM:-0
kem=2 DMNP Address=2 Group=1 Varation=2 Fag=1 Value=0 Time=8/27/2022 11:23:10 AM:-0

tem=3 DMNP Address=3 Group=1 Varation=2 Fag=1 Value=D0 Time=8/27/2022 11:23:10 AM:0

RTU IP 192.168.1.38 ltem=4 DMP Address=4 Group=1 Varation=2 Fag=1 Value=0 Time=8/27/2022 11:23:10 AM:0

tem=5 DMNP Address=5 Group=1 Varation=2 Fag=1 Value=D0 Time=8/27/2022 11:23:10 AM:0

ltem=6 DMP Address=6 Group=1 Varation=2 Fag=1 Value=0 Time=8/27/2022 11:23:10 AM:0
TCP Port 20000 hem=7 DNP Address=7 Group=1 Varistion=2 Flag=1 Value=0 Tme-8/27/2022 112310 AM-Q
tem=8 DMNP Addrese=8 Group=1 Varation=2 Fag=1 Value=0 Time=8/27/2022 11:23:10 AM:0
RTU ID hem=3 DNP Address=1 Group=30 Varation=2 Flag=1 Value=D Time=8/27/2022 11:23:10 AM-0
tem=10 DNP Address=2 Group=30 Vanation=2 Fag=1 Value=0 Time=8/27/2022 11:23:10 AM:D
a 1 ltem=11 DNP Address=3 Group=30 Varation=2 Flag=1 Value=0 Time=8/27/2022 11:23:10 AM:D
D tem=12 DNP Address=4 Group=30 Varation=2 Flag=1 Value=0 Time=8/27/2022 11:23:10 AM:D
tem=13 DNP Address=5 Group=30 Varation=2 Flag=1 Value=0 Time=8/27/2022 11:23:10 AM:D
COM Port COM1 ~ tem=14 DNP Address=6 Group=30 Varation=2 Flag=1 Valug=0 Time=8/27/2022 11:23:10 AM:D
ltem=15 DNP Address=7 Group=30 Varation=2 Flag=1 Valug=0 Time=8/27/2022 11:23:10 AM:0
liem=16 D Variation=2 Flag=1 Value=0 Time=8/27/2022 11:23:10 AM:-D
BaudRate SEiN) e

Auto Clear List 10000

[] Pause List Use UTC
Connect

RTU Status 100
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RTU Status : 10 Connect physically

RTU Status 11 : Wait for reconnect to RTU

RTU Status 20 : FDT Send Time Synch

RTU Status 100 : FDT received Data from RTU

When FDT connect, it will send class 0 to RTU and showing all
RTU tags at right list , as above image . In the tag list you can
see Tag Address , variations , Flag , Value and time . Please
notice that the time that is shown here is changed to Local
Time . it means although RTU is sending data by UTC format ,
but because you select use UTC in FDT, so FDT will change DNP
tag time to Local Time automatically .

For reading Events, you need to use Read Tab .
i pbsControl Free DMP3 Tester V1.0.0 RC3

Connection || Read  G12 | MutiG12| G41 | Parameters | Fiter | About |

Send RBE

Read Class0 Read Classl

Read Class?2 Read Class3

Enable Disable

Unsolicited Unsolicited

For reading all changes in the RTU , you can send RBE to RTU .
RBE is requesting classl, 2,3 from RTU.
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In the following image we asked for RBE and you can see again
all times as changed to Local Time automatically:

“% pbsControl Free DNP3 Tester V1.0.0 RC3

Cornection |[Read  G12 | MutiG12| G41 | Parameters | Fiter | About | it Frames
tem=7 DNP Address=7 Group=1 Varation=2 Flag=1 Value=0 Time=8/27/2022 11:23:10 AM:0
Send TS m tem=8 DNP Address=B Group=1 Varation=2 Flag=1 Value=0 Time=8/27/2022 11:23:10 AM:0
tem=9 DNP Address=1 Group=30 Varation=2 Fag=1 Value=0 Time=8/27/2022 11.23:10 AM:0
ktem=10 DNP Address=2 Group=30 Varation=2 Hag=1 Value=D Time=8/27/2022 11:23:10 AM:0
e tem=11 DNP Address=3 Group=30 Varation=2 Fag=1 Value=0 Time=8/27/2022 11:23:10 AM:D
Send RBE Freeze CNT ftem=12 DNP Address=4 Group=30 Variation=2 Flag=1 Value=D Time=8/27/2022 11:23:10 AM:0

tem=13 DNP Address=5 Group=30 =2 Flag=1 Value=0 Time=8/27/2022 11.23:10 AM:0
tem=14 DNP Address=6 Group=30 iation=2 Flag=1 Value=0 Time=8/27/2022 11:23:10 AM:0
Read Class0 Read Class1 ftem=15 DNP Address=7 Group=30 =2 Flag=1 Value=0 Time=8/27/2022 11:23:10 AM:0

tem=16 DNP Address=8 Group=30 Varation=2 Fag=1 Value=0 Time=8/27/2022 11:23:10 AM:0
tem=17 DNP Address=1 Group=2 Varation=2 Fag=1 Value=D Time=8/27/2022 11:23:08 AM:33

Read Class2 Read Class3 ltem=18 DNP Address=1 Group=2 Varation=2 Flag=1 Value=1 Time=8/27/2022 11:23:19 AM:75

tem=19 DMNP Address=1 Group=2 Varation=2 Fag=1 Value=0 Time=8/27/2022 11.23:30 AM:82
Enable Disable
Unsolicited Unsolicited

DNP Address=1 Group=2 Varation=2 Fag=1 Value=1 Time=8/27/2022 11:23:41 AM:38
DNP Address=1 Group=2 Varation=2 Fag=1 Value=0 Time=8/27/2022 11:23:52 AM:64
DNP Addrese=1 Group=2 Varation=2 Flag=1 Value=1 Time=8/27/2022 11:24:03 AM:70
DNP Addrese=1 Group=2 Varation=2 Flag=1 Value=0 Time=8/27/2022 11.24:14 AM:83
DNP Address=1 Group=2 Varation=2 Fag=1 Value=1 Time=8/27/2022 11.24:25 AM:110
DNP Address=1 Group=2 Varation=2 Fag=1 Value=0 Time=8/27/2022 11.24:36 AM:E7
DNP Address=1 Group=2 Varation=2 Fag=1 Value=1 Time=8/27/2022 11:24:47 AM:18
DNP Address=1 Group=2 Varation=2 Flag=1 Value=0 Time=8/27/2022 11.24:58 AM:85
DNP Addrese=1 Group=2 Varation=2 Flag=1 Value=1 Time=8/27/2022 11.25:09 AM:109
DNP Address=1 Group=2 Varation=2 Fag=1 Value=0 Time=8/27/2022 11.25:20 AM:34
DNP Address=1 Group=2 Varation=2 Fag=1 Value=1 Time=8/27/2022 11:25:31 AM:5&
DNP Address=1 Group=2 Varation=2 Fag=1 Value=0 Time=8/27/2022 11:25:42 AM:5
DNP Address=1 Group=2 Varation=2 Flag=1 Value=1 Time=8/27/2022 11.25:53 AM:38
DNP Addrese=1 Group=2 Varation=2 Flag=1 Value=0 Time=8/27/2022 11.26:04 AM:91
DNP Address=1 Group=2 Varation=2 Fag=1 Value=1 Time=8/27/2022 11.26:15 AM:102
DNP Address=1 Group=2 Varation=2 Fag=1 Value=0 Time=8/27/2022 11:26:26 AM:60
DNP Address=1 Group=2 Varation=2 Fag=1 Value=1 Time=8/27/2022 11:26:37 AM:35
DNP Address=1 Group=2 Varation=2 Flag=1 Value=0 Time=8/27/2022 11.26:48 AM:34
DNP Addrese=1 Group=2 Varation=2 Flag=1 Value=1 Time=8/27/2022 11.26:59 AM:62
DNP Address=1 Group=2 Varation=2 Fag=1 Value=0 Time=8/27/2022 11.27:10 AM:28
DNP Address=1 Group=2 Varation=2 Fag=1 Value=1 Time=8/27/2022 11:27:21 AM:7%
DNP Address=1 Group=2 Varation=2 Fag=1 Value=0 Time=8/27/2022 11:27:32 AM:53
DNP Address=1 Group=2 Varation=2 Flag=1 Value=1 Time=8/27/2022 112743 AM:53
DNP Addrese=1 Group=2 Varation=2 Flag=1 Value=0 Time=8/27/2022 11.27:54 AM:80
DNP Address=1 Group=2 Varation=2 Fag=1 Value=1 Time=8/27/2022 11.28:05 AM:73
DNP Address=1 Group=2 Varation=2 Fag=1 Value=0 Time=8/27/2022 11:28:16 AM:113
DNP Address=1 Group=2 Varation=2 Fag=1 Value=1 Time=8/27/2022 11:28:27 AM:65
DNP Address=1 Group=2 Varation=2 Flag=1 Value=0 Time=8/27/2022 11.28:38 AM:75
DNP Addrese=1 Group=2 Varation=2 Flag=1 Value=1 Time=8/27/2022 11:28:45 AM:533
DNP Address=1 Group=2 Varation=2 Fag=1 Value=0 Time=8/27/2022 11.29:00 AM:60
DNP Address=1 Group=2 Varation=2 Fag=1 Value=1 Time=8/27/2022 11:29:11 AM:52
DNP Address=1 Group=2 Varation=2 Fag=1 Value=0 Time=8/27/2022 11:29:22 AM:106
DNP Address=1 Group=2 Varation=2 Flag=1 Value=1 Time=8/27/2022
DNP Address=1 Group=2 Varation=2 Flag=1 Value=0 Time=8/27/2022
DNP Address=1 Varation=2 Flag=1 Value=1 Time=8/27/2022
DNP Address=1 2 Variation=2 Flag=1 Value=0 Time=8/27/2022
iati = Time=08/27/2022

Time

For Time synchronizing, you can see TS Command, and then
FDT will send time to RTU by UTC format.
In RTU you can see time that is sent to RTU.
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n CX-2EEF85 a
File Zoom Tools Help
File Edit Help

DNPE | Blavebddress = 3 ,BTU Connected to 192.1658.1.5 | TwpPhysciallayerTimelut
T = 1661535767

Local Time Flag =0 ,Time is set to Z0ZZ -8-27 E-LZ-48errno LocationZ = 0.
Slavebddress = 3 ,BTU Connected to 192.168.1.5 | TowpPhysciallayerTimeOutDT =

1525767
DNPE | Slavebdddress = 3 ,BRTU Connected to 192.168.1.5 | TonpPhysciallayerTimelOut

T = 1661535767

RebLl [ate/Time Properties
DHPE | DatefTime

ngasl Kl August 2022 | Current Time X TimeOut
= 11:34:37 AM

SMTWTEFS I

toeall | 311 2 3 4 5 6 Time Zone 0.

5 1laved 8 9 1011 12 13 X : T = 166
LE2235 14 15 16 17 18 19 20 IIZUTC-'-DB'SD:I h:

DNPE 21 22 23 24 25 26 £ Automatically adjust clock for davlight saving  |Timetus
0T = 4| 23203031 1 2 3

4 5 5 7 8 910 Appby
DNPS L -

166

DNPE | Blavebddress = 2 ,TCPBerverCheckConnection iBesult = 1

DNPE | Slavebdddress = 3 ,BRTU Connected to 192.168.1.5 | TonpPhysciallayerTimelOut

?_E/-:/_‘_LCCJ_L'CICI‘:\DCI

Local Time Flag =0 ,Time is set to 2022 -8-27 &6-L53-10
Local Time Flag =0 ,Time is set to Z0Z2 -8-27 77-E-LE2

EOD




